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1. Operacné systémy Microsoft Windows

V mdji spolo¢nost Microsoft opravila 4 kritické zranitelnosti operacného systému Microsoft
Windows.

Zranitelnosti CVE-2018-0959 a CVE-2018-0961 m&zu spbsobit vykonanie skodlivého kddu na
dialku. Prva znich je spdsobend nespradvnym overovanim vstupu Windows Hyper-V na
serveri od autentifikovaného pouZivatela na hostitel[skom operaénom systéme. Druha sa
tyka overovania paketovych dat v SMB protokole systému Windows Hyper-V. Na zneuzitie
tychto zranitelnosti musi Utocnik spustit Specidlne vytvorenl aplikaciu, ktorda umozni
zneuZitie tychto zranitelnosti. Uspedny utoénik nasledne méie vykonat [ubovolny kéd
pomocou Windows Hyper-V.

Nasli sa aj zranitefnosti CVE-2018-8120 a CVE-2018-8174 taktiez umoZiujuce vzdialené
vykonavanie kodu Ci zvysenie privilégii, ktoré su blizSie popisané aj v naSom varovani.

Zranitelné systémy:

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1511 for 32-bit Systems

Windows 10 Version 1511 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems

Windows 10 Version 1607 for x64-based Systems.

Windows 10 Version 1703 for 32-bit Systems

Windows 10 Version 1703 for x64-based Systems

Windows 10 Version 1709 for 32-bit Systems

Windows 10 Version 1709 for x64-based Systems

Windows 10 Version 1803 for 32-bit Systems

Windows 10 Version 1803 for x64-based Systems

Windows 7 for 32-bit Systems Service Pack 1

Windows 7 for x64-based Systems Service Pack 1

Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for Itanium-Based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core installation)
Windows Server 2008 R2 for Itanium-based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core installation)
Windows Server 2012

Windows Server 2012 (Server Core installation)



https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=170
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Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server, version 1709 (Server Core installation)
Windows Server, version 1803 (Server Core installation)

Odporucania:

Vzhladom na mnoistvo kritickych zranitelnosti odporu¢ame bezodkladne aplikovat
aktualizacie publikované prostrednictvom sluzby Windows Update. Cislo aktualizacie pre
konkrétny systém mozno vyhladat na prvom z nizsSie uvedenych odkazov vloZenim
identifikdtora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8174

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0959

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0961

https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=170

2. Kancelarske baliky Microsoft Office a Office Web Apps

Unik zaSifrovanych mailov mézu spésobit zranitelnosti CVE-2017-17688 a CVE-2017-17689,
ktoré su blizSie popisané v naSom varovani.

Zavazné zranitelnosti CVE-2018-8147, CVE-2018-8148, CVE-2018-8157, CVE-2018-8158, CVE-
2018-8161, CVE-2018-8162, CVE-2018-8173 a CVE-2018-8176 spdsobené nespravnym
narabanim s objektmi v pamati umoZfuju Gtocnikovi spustat kéd na dialku. Utoénik na ich
zneuzitie mozZe pouzit Specidlne vytvorenu stranku, no musi presvedCit pouzivatela, aby ju
navstivil. To mdze urobit zaslanim mailu alebo okamzitej spravy s odkazom, na ktory ma
pouzivatel kliknut. Pripadne by mohol utocnik vyuzit aj Specialne vytvoreny subor navrhnuty
na zneuZitie zranitelnosti. Aj vtomto pripade vsak musi Utoc¢nik presvedcit pouzivatela aby
otvoril subor. Pri GUspesnom zneuZiti niektorej z tychto zranitelnosti, méze utocnik ziskat
pravo spustat skodlivy kéd ako prave prihlaseny pouZivatel. V pripade, Ze bol pouzivatel
prihlaseny ako administrator ziska Uto¢nik mozZnost instalovat programy, zobrazovat, menit
alebo mazat data, ¢i vytvarat plnohodnotné ucty.

Dal$imi zdvainymi zranitelnostami st CVE-2018-8149, CVE-2018-8155, CVE-2018-8156, CVE-
2018-8168, ktoré moziu sposobit zvySenie prav tym, Ze Microsoft SharePoint Server
nespravne spracuje $pecidlne vytvorend webovu poZiadavku na SharePoint Server. Utoénik
tuto zranitelnost modze zneuZit poslanim Specidlne upravenej URL adresy pouzivatelovi
zasiahnutého SharePoint servera. Po Uspesnom zneuziti niektorej z tychto zranitelnosti moze
utoénik vykonat cross-site scripting utoky na zranitelnych systémoch a spustat skripty ako
prave prihlaseny pouzivatel. To umozni utocnikovi citat obsah, na ktory nema pravo,



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8174
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0959
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0961
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=170
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vykondvat akcie vsluzbe SharePoint ako dany pouzivatel (napriklad zmena alebo
odstranenie obsahu ¢i vloZit Skodlivy obsah do prehliadaca pouZivatela).

Zranitelnost CVE-2018-8160 je zavazind a moOzZe sposobit unik citlivych informacii. Na jej
zneuZitie je potrebné otvorit Skodlivy email poslany utocnikom. Tym sa automaticky vytvori
pripojenie k vzdialenému serveru SMB protokolom. Utoénik teraz méze urobit Gtok hrubou
silou na odpoved protokolu NTLM a odhalit zodpovedajuci hash hesla.

Unik citlivych informacii méZe nastat aj v Microsoft Exceli (CVE-2018-8163) pri nespravnom
zverejiiovani pamate. Ako pri vacsine tychto zranitelnosti, na jej zneuzitie potrebuje utoc¢nik
interakciu pouzivatela. Potrebuje ho totiz presvedcit aby otvoril Specidlne vytvoreny
dokument, ktory mu méie poslat napriklad e-mailom. Utoénik vtomto pripade taktie?
potrebuje poznat lokaciu, kde bol objekt vytvoreny v pamati.

Zranitelné systémy:

Microsoft Sharepoint enerprise Server 2016
Microsoft Project Server 2010 Service Pack 2
Microsoft Project Server 2013 Service Pack 1
Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft Office Compatibility Pack Service Pack 3
Microsoft Office Word Viewer

Microsoft Office 2010 Service Pack 2 (32-bit editions)
Microsoft Office 2010 Service Pack 2 (64-bit editions)
Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 2 (32-bit editions)
Microsoft Office 2013 Service Pack 2 (64-bit editions)
Microsoft Office 2016 Click-to-run (C2R) for 32-bit editions
Microsoft Office 2016 Click-to-run (C2R) for 64-bit editions
Microsoft Office 2016 for Mac

Microsoft Office Online Server 2016

Microsoft Office Web Apps 2010 Service Pack 2
Microsoft Office Web Apps 2013 Service Pack 1
Microsoft Excel 2010 Service Pack 2 (32-bit editions)
Microsoft Excel 2010 Service Pack 2 (64-bit editions)
Microsoft Excel 2013 RT Service Pack 1

Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 Service Pack 1 (64-bit editions)
Microsoft Excel 2016 (32-bit edition)

Microsoft Excel 2016 (64-bit edition)

Microsoft Excel 2007 Service Pack 3

Outlook 2007 (12.0.4518.1014)

Outlook 2010 (14.0.7190.5000)

Outlook 2013 (15.0.4989.1000)

Outlook 2016 (16.0.4266.1001)
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Win. 10 Mail (17.8730.21865.0)
Win. Live Mail (16.4.3528.0331)

Odporucania:

Vzhladom mnoZstvo zdvaznych zranitelnosti odporuc¢ame bezodkladne aplikovat aktualizacie
publikované prostrednictvom sluzby Windows Update. Cislo aktualizacie pre konkrétny
systém mozno vyhladat na prvom z nizSie uvedenych odkazov vloZzenim identifikatora
zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8162
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8148
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8147
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8163

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8149
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8155
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8156
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8157
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8158

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8160

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8161
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8168
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8176
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8173

3. Internetové prehliadace

Microsoft Internet Explorer

V ramci majového balika oprav boli spoloénostou Microsoft vydané opravy 6 kritickych
zranitelnosti.

To, ako skriptovaci engine nardba s objektmi v pamaéti, modze spOsobit zranitelnost
vzdialeného vykonavania kédu. Konkrétne sa jedna o zranitelnosti oznacené CVE-2018-8114,
CVE-2018-8122, CVE-2018-1022, CVE-2018-0955, CVE-2018-8178 a CVE-2018-0954. Utoénik,
ktory UspeSne zneuzije jednu z tychto zranitelnosti mdze poskodit pamat takym spésobom,
Ze ziska moznost vzdialene vykonavat l[ubovolny kdéd s pravami ako prave prihlaseny
pouzivatel. Pouzivatel vyuzivajuci administratorské prava tak umozni Uspesnému utocnikovi
instalovat programy, prezerat, mazat alebo menit data, ¢i vytvarat dalsie plnohodnotné Ucty.
Utocnik potrebuje presved¢it pouzivatela aby navstivil $pecidlne vytvorenu stranku, ktorej
odkaz moéze utoénik poslat napriklad pomocou emailu alebo rychlej spravy. Taktiez ma
moznost vloZit do aplikacie alebo dokumentu Microsoft Office prvok ActiveX oznaceny ako
bezpecény na inicializaciu.

Zranitelné systémy:



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8162
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8148
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8147
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8163
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8149
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8155
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8156
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8157
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8158
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8160
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8161
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8168
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8176
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8173
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Microsoft Internet Explorer verzie 10 a 11

Odporucania:

Vzhladom mnozstvo kritickych zranitelnosti odporicame bezodkladne aplikovat aktualizacie
publikované prostrednictvom sluiby Windows Update. Cislo aktualizdcie pre konkrétny
systém mozno vyhladat na prvom z nizsSie uvedenych odkazov vloZenim identifikatora
zranitelnosti do vyhladdvania

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-1022

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0954

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0955

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8114

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8122

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8178

Microsoft Edge

V maji bola zverejnena aktualizacia, ktora opravuje viacero kritickych zranitelnosti pricom
vsetky umoznuju vykonat skodlivy kéd na dialku.

Su spOsobené tym, Ze skriptovaci engine nespravne naraba s objektmi v pamati. Zneuzitie je
moZné len za pomoci pouZivatela, ktorého musi utocnik presvedcit k navstiveniu nim
pecidlne vytvorenej stranky. Uspe$né zneuZitie tychto zranitelnosti umoZfiuje Gtoénikovi
prebrat kontrolu nad systémom a vykonat fubovolny Skodlivy kéd s opravneniami prave
prihlaseného pouzivatela. V pripade, Ze pouzivatel mal administratorské prava utocnik ziska
moznost inStalovat programy, prezerat, menit amazat data, pripadne vytvarat
plnohodnotné pouzivatelské ucty.

Zranitelné systémy:

Microsoft Edge v systémoch Windows 10 verzii 1607, 1703, 1709 a 1803 a 32-bitovych aj 64-
bitovych verziach

Microsoft Edge v systéme Windows Server 2016

Odporucania:

Vzhladom namnoZstvo kritickych zranitelnosti odporic¢ame bezodkladne aplikovat
aktualizacie publikované prostrednictvom sluzby Windows Update. Cislo aktualizacie pre
konkrétny systém mozno vyhladat na prvom z nizsSie uvedenych odkazov vloZenim
identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0943

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8133

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8130

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0945

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0946

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0951



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-1022
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0954
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0955
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8114
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8122
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8178
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0943
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8133
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8130
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0945
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0946
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0951
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8137
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8193
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8128
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0953

Mozilla Firefox

Spolo¢nost Mozilla v maji vydala aktualizacie opravujuce mnoho zranitelnosti, z ¢oho 3
kritické. CVE-2018-5150, CVE-2018-5151 su zranitelnostami poskodenia pamate, ktoré mozu
byt zneuZité na spustenie fubovolného kédu. Mozilla taktiez opravila problém poskodenia

pamate a neplatného citania vyrovnavacej pamate pri grafickych operacidch umoZziujici
zranitelnost CVE-2018-5183 spdsobeny kniznicou Skia.

Zdroje:
https://www.mozilla.org/en-US/security/advisories/

https://www.mozilla.org/en-US/security/advisories/mfsa2018-13/

https://www.mozilla.org/en-US/security/advisories/mfsa2018-12/
https://www.mozilla.org/en-US/security/advisories/mfsa2018-11/

Google Chrome

Spolocnost Google vydala aktualizacie prehliadaca Chrome, ktoré obsahuju opravy 4

bezpecnostnych zranitelnosti. Z toho je 1 kritickd a 3 su zavazné zranitelnosti.

Odporucania:

Odporucame overit, ¢i sa prehliada¢ Chrome automaticky aktualizoval na verziu
66.0.3359.170, pripadne novsiu. V pripade potreby odporiéame aplikovat aktualizaciu ru¢ne
cez menu otvorenim okna s aktudlne nainstalovanou verziou, ¢o zaroven spusti aj kontrolu
dostupnosti aktualizacie.

Zdroje:
https://chromereleases.googleblog.com/2018/05/stable-channel-update-for-desktop.html

4. Adobe Flash Player

Tohto mesiaca boli vydané aktualizacie na tri kritické zranitelnosti CVE-2018-4944 v Adobe
Flash Playeri verzie 29.0.0.140 a starsich. Tieto zranitelnosti m6zu spdsobit spustenie kédu
ako prave prihldaseny pouZivatel. V Acrobat Readeri bolo tento mesiac opravenych az 23
kritickych zranitefnosti pricom su zverejnené exploity na niektoré z nich. Kazda z tychto
zranitelnosti umozZiuje vzdialené vykonavanie fubovolného kédu.

Zranitelné systémy:

Adobe Flash Player Desktop Runtime 29.0.0.140 a starsie

Adobe Flash Player pre Google Chrome 29.0.0.140 a starsie

Adobe Flash Player pre Microsoft Edge a Internet Explorer 29.0.0.140 a starsie
Acrobat DC Continuous verzie 2018.011.20038 a starsie

Acrobat Reader DC verzie 2018.011.20038 a starsie



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8137
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8193
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8128
https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2018-13/
https://www.mozilla.org/en-US/security/advisories/mfsa2018-12/
https://www.mozilla.org/en-US/security/advisories/mfsa2018-11/
https://chromereleases.googleblog.com/2018/05/stable-channel-update-for-desktop.html
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Acrobat 2017 verzie 2017.011.30079 a starsie

Acrobat Reader DC 2017 verzie 2017.011.30079 a starSie
Acrobat DC (Classic 2015) verzie 2015.006.30417 a starsie
Acrobat Reader DC (Classic 2015) verzie 2015.006.30417 a starsie

Odporucania:
Pouzivatelom odporucame ¢o najskor aktualizovat zranitelné systémy. Jednd sa najma.
o Adobe Flash Player, ktory treba aktualizovat na verziu 29.0.0.171. Aktualizacie su dostupné
prostrednictvom stranky Adobe Flash Player Download Center, pripadne prostrednictvom
kontroly dostupnych aktualizacii v produkte Adobe Flash Player.
Vzhladom na mnoistvo kritickych zranitelnosti a fakt, Ze na niektoré su zverejnené exploity,
odporuc¢ame urychlene aktualizovat aj Acrobat reader nasledovne:

e Acrobat DC na verziu 2018.011.20040

e Acrobat Reader DC na verziu 2018.011.20040

e Acrobat 2017 na verziu 2017.011.30080

e Acrobat Reader DC 2017 na verziu 2017.011.30080

e Acrobat Reader DC (Classic 2015) na verziu 2015.006.30418

e Acrobat DC (Classic 2015) na verziu 2015.006.30418
Pricom na prvom linku z zdrojoch mdzZete najst odkazy na stiahnutie pre jednotlivé systémy.

Zdroje:
https://helpx.adobe.com/security/products/acrobat/apsb18-09.html

https://helpx.adobe.com/security/products/flash-player/apsb18-16.html

5. Frameworky

Microsoft .NET Framework

Pre Microsoft .NET Framework boli vydané aktualizacie opravujuce dve zdvazné
zranitelnosti. Narusenie dostupnosti systému moze byt spésobena zranitelnostou CVE-2018-
0765, ktord nastava pri nespradvnom spracovani XML dokumentov. Na jej zneuzitie moze
Utocénik pouzit Specidlne vytvorené poziadavky pre .NET aplikaciu. Druhou zranitelnostou je
CVE-2018-1039 po ktorej zneuziti ma utocnik moznost obist politiku UCMI (User Mode Code
Integrity) na zariadeni. Na jej zneuZitie potrebuje Utoc¢nik spustit skodlivy kdd na lokdlnom
pocitaci, ¢o znamen3, Ze k nemu najprv potrebuje pristup.

Zranitelné systémy:

Microsoft .NET Framework 2.0 Service Pack 2
Microsoft .NET Framework 3.0 Service Pack 2
Microsoft .NET Framework 3.5 Service Pack 2
Microsoft .NET Framework 3.5.1

Microsoft .NET Framework 4.5.2

Microsoft .NET Framework 4.6

Microsoft .NET Framework 4.6.1

Microsoft .NET Framework 4.6.2

Microsoft .NET Framework 4.7

Microsoft .NET Framework 4.7.1

Microsoft .NET Framework 4.7.2



https://helpx.adobe.com/security/products/acrobat/apsb18-09.html
https://helpx.adobe.com/security/products/flash-player/apsb18-16.html
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Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0765
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-1039

Oracle Java

Spoloc¢nost Oracle nevydala v mesiaci maj Ziadne aktualizacie platformy Java. Najblizsia

velkd sada aktualizacii je naplanovana na 17. jul 2018.

Zdroje:
https://www.oracle.com/technetwork/topics/security/alerts-086861.html

6. Iné zavazné zranitelnosti

EFAIL

Zranitelnost pri Sifrovani e-mailov PGP a S/MIME umoZiiuje Unik Sifrovanych e-mailov
a nasledné rozsifrovania. Zranitelnost je blizsie popisand v naSom varovani.

Zranitelné systémy:

Windows

Outlook 2007 (12.0.4518.1014)
Outlook 2010 (14.0.7190.5000)
Outlook 2013 (15.0.4989.1000)
Outlook 2016 (16.0.4266.1001)
Win. 10 Mail (17.8730.21865.0)
Win. Live Mail (16.4.3528.0331)
The Bat! (8.2.0)

Postbox (5.0.20)

eM Client (7.1.31849.0)

IBM Notes (9.0.1)

Pegasus Mail (4.72.572)

Linux

Thunderbird (52.5.2)
Evolution (3.22.6)
Trojita(0.7-278)
KMail (5.2.3)

Claws (3.14.1)

Mutt (1.7.2)

macOS

Apple Mail (11.2)
MailMate (1.10)
Airmail (3.5.3)



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-0765
https://www.oracle.com/technetwork/topics/security/alerts-086861.html
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=171
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i0S

Mail App (11.2.2)

Canary Mail (1.17)

Android

K-9 Mail (5.403)
R2Mail2 (2.30)
MailDroid (4.81)
Nine (4.1.3a)

Webmail
Mailbox.org
Hushmail
ProtonMail
Mailfence

GMail
Outlook.com
iCloud Mail
Webapp
Roundcube (1.3.4)
AfterlLogic (7.7.9)
Rainloop (1.11.3)
Mailpile (1.0.0rc2)

Groupware

Exchange OWA (15.1.1034.32)
GroupWise (14.2.2)

Horde (5.2.22/IMP 6.2.21)

Odporucania:

".-—-=-._;~c

SIRT.SK

CSIRT.GOV.SK

Ndavody na zaplaty pre niektorych e-mailovych klientov su taktiez vypisané v nasom varovani.

Zranitelnost v kniznici hcsshim

Zranitelnost objavena v kniznici Windows Host Compute Service Shim umoZiuje po zneuZiti
vzdialené vykondavanie kddu. Pre blizSie informacie si pozrite nase varovanie.

Zranitelné systémy:
Hcsshim verzie starSej ako 0.6.10

Odporucania:

Vo verzii 0.6.10 je zranitelnost opravena. Odporuc¢ame teda aktualizovat na tato verziu.

Cisco DNA Center

V Cisco Digital Network Architecture Center boli objavené zranitelnhosti umoznujlce zvySenie
privilégii ¢i spustanie prikazov s root opravneniami. Viac informacii mozZete ziskat v nasom

varovani.



https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=171
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=167
https://github.com/Microsoft/hcsshim/releases/tag/v0.6.10
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=172
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Zranitelné systémy:

Cisco DNA Center Software verzie 1.1.3. alebo starse;j

Odporucania:

Aktualizacie opravujuce tieto zranitelnosti uz boli vydané a mézZete ich ndjst v Cisco cloude,

pripadne pre administratorov je tu moznost vyuzit System Update softvéru. Odporiéame
aktualizovat Cisco DNA Center na verziu 1.1.4. alebo neskorsiu.

Citrix WebEx

Vzdialené vykonavanie kédu v Cisco WebEx Recording Player for Advanced Recording Format
(ARF) je mozné kvoli najdenym zranitelnostiam o ktorych sa méZete viac docitat v naSom
varovani.

Zranitelné systémy:

Cisco WebEx Network Recording Player O

Cisco WebEx Meetings Server 3.0

Cisco WebEx Meetings Server 2.8

Cisco WebEx Meetings Server 2.7

Cisco Webex Meetings Online T31.20

Cisco Webex Meetings Online T31

Cisco WebEx Meetings Client T31.14

Cisco WebEx Business Suite (WBS32) client T32.2
Cisco WebEx Business Suite (WBS32) client T32.10
Cisco WebEx Business Suite (WBS31) client T31.23.2
Cisco WebEx Business Suite (WBS31) client T31.14.1
Cisco WebEx Business Suite (WBS31) client T31.10

Odporucania:

Pre Cisco WebEx Business Suite meeting sites, Cisco WebEx Meetings sites, Cisco WebEx
Meetings Server a Cisco WebEx ARF Player boli vydané aktualizacie, ktoré odporuc¢ame
instalovat. Odkazy na navody a aktualizacie mozZete najst v odporucaniach nasho varovania.
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https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=168
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=168

