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1. Operacné systémy Microsoft Windows

Spolocnost Microsoft zverejnila tento mesiac opravu 3 kritickych zranitelnosti. Dve z nich,
CVE-2019-0662 a CVE-2019-0618, umoZiuju vzdialené vykonavanie kodu. Tykaju sa
komponentu GDI a vznikaju pri spristupfiovani obsahu v pamati danym komponentom. Ich
zneuzitim ziska Utocnik kontrolu nad zranitelnym systémom. Napadnut pouzivatela modze
utoénik réoznymi spésobmi, napriklad ak presvedci pouzivatela, aby otvoril subor, ktory je
infikovany.

Tretia kritickd zranitelnost CVE-2019-0626 sa tyka DHCP servera. Utoénik moze poskodit
pamat, ak posle Specidlne upraveny paket na DHCP server. Spoloc¢nost opravila aj zavazné
zranitelnosti ako CVE-2019-0636 spdsobenu nespravnym spristupnenim informacii o
suboroch. ZneuZzitim tejto zranitelnosti dokaze utocnik precitat obsah suborov zapisanych na
disku, avsak, aby ju dokazal zneuZit, musel by sa prihlasit do daného systému a spustit
Specidlne upravenu aplikaciu. Zranitelnost CVE-2019-0635 nastdva, ked su nespravne
spracované vstupy od pouZivatela hostovského systému pomocou Windows Hyper-V na
hostitelovi. ZneuZit tuto zranitelnost je mozné tak, Ze Utocnik spusti Specidlne pripravenu
aplikaciu na hostovskom operaénom systéme a tym spdsobi Unik informacii z pamate
hostitela. Utoénik md teda mozinost pristipit k tymto informacidm. Opravené boli aj
zranitelnosti CVE-2019-0600, CVE-2019-0601 pre komponent Human Interface Devices
(HID). Zranitelnost umoznujica Unik informacii je spdsobena nespravnym pristupovani ku
objektom v pamati. Uto¢nik je schopny pouZit uniknuté informdacie na kompromitovanie
pocitaCa pouzivatela. Na zneuZitie zranitelnosti je potrebné ziskat opravnenia umoznujice
spustenie infikovanej aplikacie. Priciny vzniku a dosledky su rovnaké aj pri zranitelnostiach
CVE-2019-0621, ktord je zavaind a CVE-2019-0661. Na zneuzitie zranitelnosti je potrebné,
aby sa pachatel prihldsil do daného systému a spustil Specidlne upravenu aplikaciu. Tieto
zranitelnosti sa tykaju jadra operacného systému Windows. Zranitefnosti CVE-2019-0602,
CVE-2019-0615, CVE-2019-0616, CVE-2019-0619, CVE-2019-0660, CVE-2019-0664 tykajuce
sa komponentu GDI boli taktiez opravené. Zranitelnosti umoziujice Unik informacii su
sposobené nespravnym spristupnenim obsahu v paméti. Uto¢nik je schopny pouZit uniknuté
informacie na kompromitovanie pocitaca pouzivatela. Utoénik mdéie zneuiit tieto
zranitelnosti, ak presved¢i pouzivatela, aby otvoril infikovany subor alebo aby navstivil
nedoveryhodnu stranku. Posledna zavazna zranitelnost CVE-2019-0628, ktora bola opravena
sa tyka komponentu win32k. Tato zranitelnost vznika, ak dany komponent neposkytuje
informacie jadru OS Windows vhodne. Pachatel moze ziskat uniknuté informacie a potom
kompromitovat systém pouZivatela. Avsak, musi sa prihlasit do daného systému a spustit
infikovanu aplikaciu.

Zranitelné systémy:

Windows 10 for 32-bit Systems

Windows 10 for x64-bit Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems.
Windows 10 Version 1703 for 32-bit Systems
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Windows 10 Version 1703 for x64-based Systems

Windows 10 Version 1709 for 32-bit Systems

Windows 10 Version 1709 for x64-based Systems

Windows 10 Version 1709 for ARM64-based Systems

Windows 10 Version 1803 for 32-bit Systems

Windows 10 Version 1803 for x64-based Systems

Windows 10 Version 1803 for ARM64-based Systems

Windows 10 Version 1809 for 32-bit Systems

Windows 10 Version 1809 for x64-based Systems

Windows 10 Version 1809 for ARM64-based Systems

Windows 7 for 32-bit Systems Service Pack 1

Windows 7 for x64-based Systems Service Pack 1

Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for Itanium-Based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core installation)
Windows Server 2008 R2 for Itanium-Based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core installation)
Windows Server 2012

Windows Server 2012 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

Windows Server 2016

Windows Server 2016 (Server Core installation)

Windows Server 2019

Windows Server 2019 (Server Core installation)

Windows Server, version 1709 (Server Core installation)

Windows Server, version 1803 (Server Core installation)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizdcie pre konkrétny systém moino vyhladat na prvom z niisie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladdvania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0635

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0636

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0600



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0635
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0636
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0600
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https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0601

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0602

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0621

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0628

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0661

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0615

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0616

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0662

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0618

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0626

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolocnost Microsoft opravila tento mesiac 2 kritické zranitelnosti. CVE-2019-0594 a CVE-
2019-0604 umoznuju vzdialené vykonavanie kédu ak sa Microsoft SharePoint softvéru
nepodari skontrolovat zdrojové oznacenie balika aplikacii. Ak utocnik zneuZije tuto
zranitefnost méze vykonavat Skodlivy kod v aplikdcii SharePoint. Zranitelnost CVE-2019-0540
umoziujuca obidenie bezpeénostnych mechanizmov vznika ak Microsoft Office nekontroluje
URL adresy. Utoénik mdze pouzivatelovi poslat $pecidlne upraveny subor, pomocou ktorého
dokaze od pouzivatela ziskat jeho prihlasovacie Udaje pomocou phishingového utoku.
Zverejnend bola aj oprava na zavaznu zranitelnost CVE-2019-0669. Zranitelnost umoziujica
unik informdcii je sposobend nespradvnym spristupnenim obsahu v paméti. Utoénik je
schopny pouzit uniknuté informacie na kompromitovanie pocitaca pouzivatela alebo jeho
dat. Na zneutzitie tejto zranitelnosti je potrebné, aby pouzivatel otvoril infikovany subor.

Zranitelné systémy:

Microsoft Excel Viewer

Microsoft Office 2010 Service Pack 2 (32-bit editions)
Microsoft Office 2010 Service Pack 2 (64-bit editions)
Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office Compatibility Pack Service Pack 3
Microsoft Office Word Viewer

Microsoft PowerPoint Viewer

Office 365 ProPlus for 32-bit Systems



https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0602
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0621
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0615
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0616
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0662
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0618
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Office 365 ProPlus for 64-bit Systems

Microsoft Excel 2010 Service Pack 2 (32-bit editions)
Microsoft Excel 2010 Service Pack 2 (64-bit editions)
Microsoft Excel 2013 RT Service Pack 1

Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2016 (32-bit edition)

Microsoft Excel 2016 (64-bit edition)

Microsoft Office 2016 for Mac

Microsoft Office 2019 for Mac

Microsoft Office Compatibility Pack Service Pack 3

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z niZie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0540

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0669

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0594

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0604

3. Internetové prehliadace

Microsoft Internet Explorer

Aktualizacia od spolo¢nosti Microsoft opravuje 2 kritické zranitelnosti CVE-2019-0676 a CVE-
2019-0606, ktoré su sposobené nevhodnym pristupovanim systému ku objektom v pamati.
Na zneuZitie prvej zranitelnosti sa musi Uto¢nikovi podarit presveddit pouzivatela, aby otvoril
Skodlivi webstranku. Potom bude schopny zistit pritomnost suborov na disku. Bolo
zaznamenané aktivne zneuzivanie tejto zranitelnosti. Na zneuzitie druhej zranitelnosti musi
napriklad uUtoénik hostit webstranku, ktorej obsah je prispdsobeny na vyuZitie tejto
zranitelnosti. Pri vSetkych spdsoboch sa od pouzivatela ocakdva aktivny pristup (napr.
otvorenie prilohy v maile). Zneuzitie tejto zranitelnosti umoziuje vzdialené vykondvanie
kédu. Utoénik ziskava rovnaké prava ako prihldseny pouzivatel. Ak je teda prihlaseny
administrator, Utocnik ziska prava administratora a ziska kontrolu nad celym systémom.

Zranitelné systémy:
Microsoft Internet Explorer verzie 10
Microsoft Internet Explorer verzie 11



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0540
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0669
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0594
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Odporucania:
Vzhladom na zaznamenané zneuZivanie jednej zo zranitelnosti sa odporuca aktualizovat
systém na najnovsiu verziu.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0676

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0606

Microsoft Edge

Spolocnost Microsoft opravila tento mesiac 14 kritickych zranitelnosti. Opravila zranitelnosti
ako CVE-2019-0590, CVE-2019-0650, CVE-2019-0640, CVE-2019-0655 a dalSie. Tieto
zranitelnosti umoznuju vzdialené vykondvanie koédu ak skriptovaci ndstroj nevhodne
pristupuje ku objektom v pamati. Na zneuZitie tychto zranitelnosti je potrebné hostit
webstranku, ktorej obsah je prisp6sobeny na vyuZitie tychto zranitelnhosti. Potom musi
Utoénik presved¢it pouzivatela, aby navstivil danu stranku. Utoénik tak ziskava rovnaké préava
ako momentdlne prihlaseny pouZivatel. Ak je teda prihldaseny administrator, uto¢nik moze
ziskat kontrolu nad celym systémom. Zranitelnost CVE-2019-0643 vznika pri spracovavani
dopytov. Utoénik méze zistit povod vietkych webstranok v zranitelnom prehliadaéi. Bola
opravend aj zavaina zranitelnost CVE-2019-0648, pri ktorej dochadza ku uniku dat.
Zranitelnost vznika ak Chakra nevhodne spristupriuje obsah v pamati. Poslednd zavaina
zranitelnost CVE-2019-0658 sposobuje unik informacii ak skriptovaci nastroj nevhodne
pristupuje ku objektom v pamaéti. Ak chce uUtocnik zneuZit zranitelnost, musi hostit
webstranku, svhodne upravenym obsahom. Utoénik musi presved¢it pouzivatela, aby
navstivil danu stranku, napriklad kliknutim na link, ktory ho na fu presmeruje.

Opravené boli aj zranitelnosti v Adobe Flash Player (vid' nizsie).

Zranitelné systémy:

Microsoft Edge v systémoch Windows 10 verzie 1809 v 32-bitovych, 64-bitovych verziach aj
ARMG64 verzii

Microsoft Edge v systémoch Windows Server 2019

Microsoft Edge v systémoch Windows Server 2016

ChakraCore

Windows 10 Version 1703 for 32-bit Systems, x64-based Systems

Windows 10 Version 1709 for 32-bit Systems, x64-based Systems, ARM64-based Systems
Windows 10 Version 1803 for 32-bit Systems, x64-based Systems, ARM64-based Systems
Windows 10 for 32-bit Systems, x64-based Systems

Windows 10 Version 1607 for 32-bit Systems

Windows 10 Version 1607 for x64-based Systems

Odporucania:



https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0676
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0676
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Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizdcie pre konkrétny systém moZno vyhladat na prvom z niZie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0643
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0648
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0658
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0590
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0640
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0655
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0650

Mozilla Firefox

Spolo¢nost Mozilla tento mesiac opravila vo svojom prehliadadi Styri zavazné zranitelnosti.

Zranitelnost CVE-2019-5785 zapri¢inena preteéenim rozsahu celych dcisel pri urcitych
operaciach v grafickej kniznici Skia méze byt potencidlne zneuzitd na vykonanie Skodlivého
kdédu alebo mozZe spdsobit pad aplikacie. Zranitelnost CVE-2018-18356 v grafickej kniZnici
Skia je sp6sobend opadtovnym pouZitim uvolnenej pamate a mbzZe byt potencidlne zneuzitd
na vykonanie skodlivého kdodu alebo modZe spbsobit pad aplikicie. CVE-2018-18511 je
spOsobend cCitanim cross-origin obrazkov z elementu canvas, ¢im umoznuje obidenie
obmedzenia same-origin.

Zranitelné systémy:
Mozilla Firefox 65.0.1
Mozilla Firefox ESR 60.5.1

Odporucania:

Vzhladom na pocet zavaznych zranitelnosti odpori¢ame bezodkladne aktualizovat na
najnovsiu verziu.

Zdroje:

https://www.mozilla.org/en-US/security/advisories/

https://www.mozilla.org/en-US/security/advisories/mfsa2019-04/

https://www.mozilla.org/en-US/security/advisories/mfsa2019-05/

Google Chrome

Spolo¢nost Google vydala tento mesiac aktualizaciu, ktora opravuje zranitefnost CVE-2019-
5784 spbsobenu nevhodnou implementaciou vo V8.

Zranitelné systémy:



https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0643
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0643
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0648
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-0658
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0590
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0640
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0655
https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2019-04/
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Google Chrome verzie starSie ako 72.0.3626.96
Odporucania:
Vzhladom na zranitelnost odporuéame aktualizaciu.

Zdroje:
https://chromereleases.googleblog.com/2019/02/stable-channel-update-for-desktop.html

4. Adobe Flash Player, Acrobat a Reader

Adobe Acrobat a Reader

Adobe zverejnil update pre Adobe Acrobat a Reader na operacnych systémoch Windows,
ktory slUZi na zabezpecenie kritickych a vaznych zranitelnosti. Zneuzitie zranitelnosti CVE-
2019-7020, CVE-2019-7085 a dalsich umoznuje utocnikovi spustit sSkodlivy kdd bez vedomia
pouzivatela. Zranitelnost CVE-2019-7089 umoziiuje spOsobit Unik dat a CVE-2018-19725
umoziiuje zvySenie opravneni.

Zranitelné systémy:

Acrobat DC 2019.010.20069 a starsie
Acrobat Reader DC 2019.010.20069 a starsie
Acrobat 2017 2017.011.30113 a starsie
Acrobat Reader 2017.011.30113 a starSie
Acrobat DC 2015.006.30464 a starsie
Acrobat Reader DC 2015.006.30464 a starsie

Adobe Flash Player

Pre Adobe Flash Player bola zverejnend aktualizacia opravujluca vainu zranitelnost CVE-
2019-7090. Tato zranitelnost bola spbsobena ¢itanim pamate mimo hranic a umozriovala
unik pouzivatelskych informacii.

Zranitelné systémy:

Acrobat Flash Player Desktop Runtime 32.0.0.114 a starsie

Acrobat Flash Player for Google Chrome 32.0.0.114 a starsie

Acrobat Flash Player for Microsoft Edge and Internet Explorer 32.0.0.114 a starsie

Odporucania:
Odporuca sa pouzivatelom aktualizovat si softvér na najnovsiu verziu.



https://chromereleases.googleblog.com/2019/02/stable-channel-update-for-desktop.html
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Zdroje:
https://helpx.adobe.com/security/products/acrobat/apsb19-13.html

https://helpx.adobe.com/security/products/acrobat/apsb19-07.html

https://helpx.adobe.com/security.html

https://helpx.adobe.com/security/products/flash-player/apsb19-06.html

5. Frameworky

Microsoft .NET Framework

Tento mesiac spolo¢nost Microsoft nevydala Ziadne aktualizacie opravujice zranitelnosti.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Oracle Java

Spolocnost Oracle nevydala v mesiaci februar Ziadne aktualizacie platformy Java. Najblizsia

velka sada aktualizacii je naplanovana na 16. april 2019.

Zdroje:
https://www.oracle.com/technetwork/topics/security/alerts-086861.html

6. Iné zavazné zranitelnosti

Dirty Sock - vytvorte si v Linuxe rootovsky ucet

Zranitelnost Dirty Sock postihuje distribucie Linuxu pouZivajuce sluzbu snapd, najma Ubuntu,
a dovoluje lokalne zvysenie prav. Je tak mozné vytvorit novy ucet s pravami root, pricom
utoénik k tomu méze vyuzit Skodlivy balicek .snap, ktory obet stiahne a nainstaluje.
Dosledkom tejto zranitelnosti je vytvaranie pouzivatelskych Gctov s pravami root a prevzatie
kontroly nad operaénym systémom. Pre viac informdcii si mdZete precitat nase varovanie.

Zranitelné systémy:
Snapd verzie 2.28 az 2.37 (niekolko distribucii Linux, ktoré ich vyuZivaju - najma Ubuntu, no
tiez Debian, Arch Linux, OpenSUSE, Solus a Fedora)

Odporucania:

Aktualizacia Snapd aspon na verziu 2.37.1



https://helpx.adobe.com/security/products/acrobat/apsb19-13.html
https://helpx.adobe.com/security/products/acrobat/apsb19-07.html
https://helpx.adobe.com/security.html
https://helpx.adobe.com/security/products/flash-player/apsb19-06.html
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.oracle.com/technetwork/topics/security/alerts-086861.html
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=229
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Zdroje:

https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=229

https://www.zdnet.com/article/dirty-sock-vulnerability-lets-attackers-gain-root-access-on-
linux-systems/

https://threatpost.com/dirty-sock-snapd-linux/141779/
https://gbhackers.com/dirty-sock-linux-systems/
https://betanews.com/2019/02/13/dirty-sock-snapd-linux/

WordPress: vzdialené vykonavanie kédu

Sest rokov stara kritickd zranitelnost umoZfujica vzdialené vykonavanie kédu bola najdend v
CMS WordPress. K vykonadvaniu PHP kédu moéZe doéjst zneuZitim moZnosti traverzovania
medzi prie¢inkami a vloZenia lokdlneho suboru (local file inclusion). Utoénik mdie prevziat
kontrolu nad serverom, na ktorom webstranka bezi.

Zranitelné systémy:
WordPress WordPress 4.9.9 a 5.0.1 ak je nainStalovany niektory zranitelny modul
Odporucania:

Opravna aktualizacia zatial nie je k dispozicii, no ocakava sa jej implementécia v nasledujucej
verzii WordPress. Verzie 4.9.9 a 5.0.1 maju implementované opatrenia, ktoré zabranuju
neautorizovanym pouZivatelom nastavovat Post Meta vstupy. Napriek tomu vsak zranitelny
pridavny modul (akych existuje niekolko) moéZe opadtovne umoinit zneuZitie popisanej
zranitelnosti.

Zdroje:

https://blog.ripstech.com/2019/wordpress-image-remote-code-execution/

https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=231

WordPress: doplnok Simple Social Buttons dovoluje prevziat kontrolu

nad strankou

Modul pre WordPress "Simple Social Buttons" nekontroluje dostato¢ne pouzivatelské prava

evvs

Registrovany pouzivatel moze ovladnut administratorsky ucet, alebo celt webstranku.

Zranitelné systémy:
Wordpress doplnok Simple Social Buttons verzie od 2.0.4 po jednu nizSie ako 2.0.22

Odporucania:
Aktualizacia aspon na verziu 2.0.22



https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=229
https://www.zdnet.com/article/dirty-sock-vulnerability-lets-attackers-gain-root-access-on-linux-systems/
https://www.zdnet.com/article/dirty-sock-vulnerability-lets-attackers-gain-root-access-on-linux-systems/
https://threatpost.com/dirty-sock-snapd-linux/141779/
https://gbhackers.com/dirty-sock-linux-systems/
https://betanews.com/2019/02/13/dirty-sock-snapd-linux/
https://blog.ripstech.com/2019/wordpress-image-remote-code-execution/
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=231

C) CSIRT.SK

Mesacny prehlad kritickych zranitelnosti

Zdroje:

https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=230

https://www.webarxsecurity.com/wordpress-plugin-simple-social-buttons/

https://threatpost.com/wordpress-plugin-flaw-website-takeover/141746/

https://www.zdnet.com/article/wordpress-plugin-flaw-lets-you-take-over-entire-sites/

Zranitel'nosti oblubenych manazérov hesiel

Bezpecnostny tim spolocnosti Independent Security Evaluators skimal zranitelnosti Styroch
oblubenych manazérov hesiel. Odhalil chyby pri odstrafiovani citlivych Udajov z pamate.
Technikami memory scraping sa im podarilo ziskat hlavné heslo, aj hesla nacitané do pamate
zo Sifrovanej databdzy. Pre zneuzitie zranitelnosti je vSak potrebny lokalny pristup k poc&itacu
obete. Sami autori Studie vSak odporucaju nadalej pouzivat softvér na manazment hesiel.

Zranitelné systémy:

Studované verzie programov vo Windows 10:

e 1Password4 for Windows v. 4.6.2.626
e 1Password? for Windows v. 7.2.576

e Dashlane for Windows v.6.1843.0

e KeePass Password Safe v.2.40

e LastPass for Applications v. 4.1.59

Odporucania:
Nepredpoklada sa, Ze zranitelnosti budu zneuZivané, no odporiéame nainstalovat
aktualizacie, ked budu dostupné.

Zdroje:

https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=233

https://www.securityevaluators.com/casestudies/password-manager-hacking/

https://www.zdnet.com/article/critical-vulnerabilities-uncovered-in-popular-password-

managers/

Kriticka zranitelnost v CMS Drupal dovoluje vzdialené vykondvanie

kédu

Spolo¢nost Drupal vydala aktualizacie na kriticki zranitelnost vo svojom CMS umozZiujucu
vzdialene vykondvat PHP kdd a nasledne prevziat kontrolu nad webstrankou. Zranitelnost sa
nachadza vo verziach 8.x a niektorych pridavnych moduloch. Kratko po vydani oprav boli
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https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=230
https://www.webarxsecurity.com/wordpress-plugin-simple-social-buttons/
https://threatpost.com/wordpress-plugin-flaw-website-takeover/141746/
https://www.zdnet.com/article/wordpress-plugin-flaw-lets-you-take-over-entire-sites/
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=233
https://www.securityevaluators.com/casestudies/password-manager-hacking/
https://www.zdnet.com/article/critical-vulnerabilities-uncovered-in-popular-password-managers/
https://www.zdnet.com/article/critical-vulnerabilities-uncovered-in-popular-password-managers/

C) CSIRT.SK

Mesacny prehlad kritickych zranitelnosti

zaznamenané pokusy o jej zneuZitie a implantovanie skriptov na tazbu kryptomien do
zranitelnych webstranok.

Zranitelné systémy:

Drupal 8.5.x, 8.6.x Drupal 7, ak obsahuje zranitelné moduly (contributed projects).

Odporucania:

e Aktualizacia Drupal asponi na verzie 8.5.11 a 8.6.10 (starSie verzie 8.x uz nie su podporované).
Aktualizovat treba aj pridavné moduly (contributed modules).

e Vypnut moduly webovych sluzZieb, alebo nakonfigurovat webové serveri aby nepovolovali
GET/PUT/PATCH/POST poziadavky zdrojom webovych sluzieb. Tieto zdroje modziu byt
dostupné z viacerych ciest, podla konfiguracie servera. V Drupal 7 su dostupné z URL a cez
argumenty k argumentu "q" - query; pre verziu 8 mbzu cesty stale fungovat s predponou
"index.php/"

Zdroje:

https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=232

https://www.bleepingcomputer.com/news/security/drupal-fixes-highly-critical-
vulnerability/
https://www.zdnet.com/article/drupal-critical-flaw-patch-this-remote-code-execution-bug-
urgently-websites-warned/

https://www.zdnet.com/article/it-took-hackers-only-three-days-to-start-exploiting-latest-

drupal-bug/
https://www.drupal.org/sa-core-2019-003
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https://www.drupal.org/security/contrib
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=232
https://www.bleepingcomputer.com/news/security/drupal-fixes-highly-critical-vulnerability/
https://www.bleepingcomputer.com/news/security/drupal-fixes-highly-critical-vulnerability/
https://www.zdnet.com/article/drupal-critical-flaw-patch-this-remote-code-execution-bug-urgently-websites-warned/
https://www.zdnet.com/article/drupal-critical-flaw-patch-this-remote-code-execution-bug-urgently-websites-warned/
https://www.zdnet.com/article/it-took-hackers-only-three-days-to-start-exploiting-latest-drupal-bug/
https://www.zdnet.com/article/it-took-hackers-only-three-days-to-start-exploiting-latest-drupal-bug/
https://www.drupal.org/sa-core-2019-003

