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1. Operacné systémy Microsoft Windows

Spolocnost opravila v mesiaci december dve kritické zranitelnosti.

Opravena bola zranitelnost CVE-2019-1471, ktord umoznuje utocnikovi vzdialene vykonavat
kod. Vznika, ked Windows Hyper-V na hostitelskom serveri nespravne vyhodnoti vstup od
prihlaseného pouZivatela na hostovskom systéme. Ak Utocnik spusti na hostovskom systéme
Specidlne vytvorenu aplikaciu, modze vyvolat vykonanie [ubovolného kodu v Hyper-V

hostitelskom systéme.

Druhou opravenou zranitelnostou bola CVE-2019-1468, ktord umozniuje vzdialené
vykondvanie kédu. Nachadza sa v kniznici fontov pri nevhodnom nardbani so Specidlne
vytvorenymi vloZzenymi fontmi. Po zneuZiti zranitelnosti dokaze utocnik ziskat kontrolu nad
systémom. ZneuZit zranitelnost je mozné presvedcéenim pouZivatela, aby navstivil stranku,
ktora je upravena na zneufZitie tejto zranitelnosti alebo otvorit $pecidlne vytvoreny subor.

Opravenych bolo aj 13 zdvaznych zranitelnosti.

Zranitelné systémy:

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1709 for 32-bit Systems
Windows 10 Version 1709 for ARM64-based Systems
Windows 10 Version 1709 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows 10 Version 1803 for ARM64-based Systems
Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1903 for 32-bit Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows 10 Version 1903 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 7 for 32-bit Systems Service Pack 1
Windows 7 for x64-based Systems Service Pack 1
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2008 for 32-bit Systems Service Pack 2
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Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for Itanium-Based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core installation)
Windows Server 2008 R2 for Itanium-Based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core installation)
Windows Server 2012

Windows Server 2012 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

Windows Server 2016

Windows Server 2016 (Server Core installation)

Windows Server 2019

Windows Server 2019 (Server Core installation)

Windows Server, version 1803 (Server Core Installation)

Windows Server, version 1903 (Server Core installation)

Windows Server, version 1909 (Server Core installation)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizdcie pre konkrétny systém moZno vyhladat na prvom z nizie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1471
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1468

2. Kancelarske baliky Microsoft Office a Office Web Apps
Spoloénost opravila v mesiaci december 6 zavaznych zranitelnosti. Styri z nich, CVE-2019-
1400 a CVE-2019-1463 (MS Access), CVE-2019-1464 (MS Excel) a CVE-2019-1491 (SharePoint
Server) umoznuju unik citlivych adajov ked' zranitelny softvér nespravne nardba s objektmi
v pamati. Dve zranitelnosti, CVE-2019-1461 a CVE-2019-1462 umoznuju vzdialené
vykonavanie kédu nespravnym narabanim s objektmi v pamati.

Zranitelné systémy:

Microsoft Excel 2010 Service Pack 2 (32-bit editions)
Microsoft Excel 2010 Service Pack 2 (64-bit editions)
Microsoft Excel 2013 RT Service Pack 1

Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 Service Pack 1 (64-bit editions)



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1471
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1468
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Microsoft Excel 2016 (32-bit edition)

Microsoft Excel 2016 (64-bit edition)

Microsoft Office 2016 for Mac

Microsoft Office 2019 for 32-bit editions
Microsoft Office 2019 for 64-bit editions
Microsoft Office 2019 for Mac

Office 365 ProPlus for 32-bit Systems

Office 365 ProPlus for 64-bit Systems

Microsoft SharePoint Enterprise Server 2016
Microsoft SharePoint Foundation 2010 Service Pack 2
Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server 2019

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z niZie uvedenych
odkazov vloZzenim identifikatora zranitelhosti do vyhladdvania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1400
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1463
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1464
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1491
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1461
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1462

3. Internetové prehliadace

Microsoft Internet Explorer

Spolocnost Microsoft opravila tento mesiac jednu zdvainu zranitelnost CVE-2019-1485.

Zranitelnost umozriuje vzdialené vykonavanie kdédu, vznika pri pristupovani skriptovacieho
nastroja VBScript ku objektom v paméti. Uto¢nik po zneuZiti zranitelnosti ziskava rovnaké
prava ako momentalne prihlaseny pouzivatel. Ak je teda prihlaseny administrator, utocnik
moze ziskat kontrolu nad celym systémom. Na zneuZitie tejto zranitelnosti je potrebné hostit
pecidlne pripravent webstranku. Utoénik musi presved(it pouZivatela, aby navétivil danu
stranku. Uto¢nik moéZe takisto vyuZit kompromitované webové stranky alebo webové
stranky, ktoré prijimaju alebo hostia obsah alebo reklamy poskytované pouzZivateflom na
vloZenie infikovaného obsahu. Naviac, mdéze Utocnik vioZit ovladaci prvok ActiveX oznaceny
ako ,,bezpecny pre inicializaciu” do aplikacie alebo dokumentu Microsoft Office.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1400
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1463
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1464
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1491
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1461
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1462
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Zranitelné systémy:
Microsoft Internet Explorer verzie 11

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizdcie pre konkrétny systém moZno vyhladat na prvom z nizie uvedenych
odkazov vloZzenim identifikatora zranitelhosti do vyhladdvania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1485

Microsoft Edge

Spolo¢nost Microsoft tento mesiac v produkte MS Edge neopravila Ziadne zranitelnosti.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Mozilla Firefox

V mesiaci december bolo opravenych 6 zavaznych zranitelnosti.

Zavazné zranitelnosti CVE-2019-11756 a CVE-2019-17008 suvisia s pouzitim odalokovaného
miesta v pamati, CVE-2019-13722 suvisi s pouZitim nespravneho mnozstva premennych vo
WebRTC avedie k poruseniu zdsobnika v pamati, CVE-2019-11745 dovoluje zapis mimo
povolenych hranic v pamati v NSS pri Sifrovani blokovou Sifrou. CVE-2019-17012 a CVE-2019-
17013 su chyby zabezpecCenia pamate, z ktorych mdze cast viest ku poruche pamiate
s moznostou vykonavat ubovolny kéd.

Zranitelné systémy:
Mozilla Firefox verzie starsie ako 71
Mozilla Firefox ESR verzie starSie ako 68.3

Odporucania:
Odporucame aktualizaciu na verziu 71 / ESR 68.3

Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2019-36/
https://www.mozilla.org/en-US/security/advisories/mfsa2019-37/



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1485
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2019-36/
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Google Chrome

V mesiaci december boli vydané opravy na 2 kritické a 9 zadvaznych zranitelnosti.

Kritickd zranitelnost CVE-2019-13725 suvisi s pouZitim odalokovaného miesta v pamati
v komponente pre Bluetooth a CVE-2019-13726 s preteCenim medzipamdte na halde
v manazéri hesiel.

Zranitelné systémy:
Google Chrome verzie starSie ako 79.0.3945.88

Odporucania:
Odporucame aktualizaciu na verziu 79.0.3945.88

Zdroje:

https://chromereleases.googleblog.com/2019
https://chromereleases.googleblog.com/2019/12/stable-channel-update-for-

desktop 17.html
https://chromereleases.googleblog.com/2019/12/stable-channel-update-for-desktop.html

4. Adobe Flash Player, Acrobat a Reader

V mesiaci december vydala spolo¢nost Adobe opravu 14 kritickych a7 zavainych
zranitelnosti pre produkty Adobe Acrobat a Adobe Reader.

Vsetky kritické zranitelnosti mozu viest k moznosti vykonavat lubovolny kéd. CVE-2019-
16450 a CVE-2019-164542 suvisia so zapisom do pamdte mimo povolené hodnoty; CVE-
2019-16445, CVE-2019-16448, CVE-2019-16452, CVE-2019-16459 a CVE-2019-16464
s pouZzitim odalokovaného miesta v pamati; CVE-2019-16451 s pretecenim haldy; CVE-2019-
16462 s pretecenim medzipamate; CVE-2019-16446, CVE-2019-16455, CVE-2019-16460 a
CVE-2019-16463 s dereferenciou nedbéveryhodného ukazovatela a CVE-2019-16453

s obchadzanim zabezpecenia.

6 zavainych zranitelnosti suvisi s ¢itanim mimo povolenych hodndét a moze viest k Uniku
citlivych dat, zatial ¢o jedna umoZzniuje eskalaciu prav.

Zranitelné systémy:
Acrobat DC 2019. 021.20056 a starsie
Acrobat Reader DC 2019. 021.20056 a starsie



https://chromereleases.googleblog.com/2019
https://chromereleases.googleblog.com/2019/12/stable-channel-update-for-desktop_17.html
https://chromereleases.googleblog.com/2019/12/stable-channel-update-for-desktop_17.html
https://chromereleases.googleblog.com/2019/12/stable-channel-update-for-desktop.html
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Acrobat 2017.011. 30152 a starsie (Windows)
Acrobat 2017.011. 30155 a starsie (macOS)
Acrobat Reader 2017.011. 30152 a starSie
Acrobat 2015.006.30505 a starsie

Acrobat Reader 2015.006.30505 a starsie

Odporucania:
Odporucame pouzivatelom aktualizovat softvér na najnovsiu verziu.

Zdroje:

https://helpx.adobe.com/security.html
https://helpx.adobe.com/security.html#Bulletinsandadvisoriesbyproduct
https://helpx.adobe.com/security/products/acrobat/apsb19-55.html

5. Frameworky

Microsoft .NET Framework

V mesiaci december spolo¢nost Microsoft nevydala Ziadne opravné aktualizacie pre produkt
.NET Framework.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Oracle Java

Velkd sada oprav je pldnovana na 14. januara 2020.

Zdroje:
https://www.oracle.com/technetwork/topics/security/alerts-086861.html

6. Iné zavazné zranitelnosti

Zranitelnost VPN v Linuxovych a Unixovych systémoch

Vacsina Linuxovych distriblcii a Unixovych systémov obsahuje zranitelnost, ktord umoziiuje
utoénikom zistit aktivne pripojenia do VPN, zistit pripojenia na konkrétnu webstranku a injektovat

[ubovolné ramce do TCP pradu. Viac informacii na nasej stranke.



https://helpx.adobe.com/security.html
https://helpx.adobe.com/security.html#Bulletinsandadvisoriesbyproduct
https://helpx.adobe.com/security/products/acrobat/apsb19-55.html
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.oracle.com/technetwork/topics/security/alerts-086861.html
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=300

