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1. Operacné systémy Microsoft Windows

Spolo¢nost Microsoft opravila v mesiaci september 9 kritickych a 69 zavaznych zranitelnosti.

Vsetky kritické zranitelnosti opravené v produkte Windows umoziuju vzdialené vykonanie
[ubovolného kdédu utocnikom. V produkte bola opravend kriticka zranitelnost CVE-2020-
0908 umoZiujuca vzdialené vykonanie kodu, kvoli chybe modulu textovej sluzby Windows,
ktory nespravne naraba s pamatou. Utoénik, ktory Uspesne zneuZije tito chybu, by mohol
ziskat vykonavacie prdva v systéme obete.

Dal$ou opravenou bola kriticka zranitelnost CVE-2020-0922, ktora spociva v spdsobe, akym
Microsoft COM pre Windows spracovava objekty v pamati. Uto¢nik, ktory Uspe$ne zneuzije
tuto chybu, by mohol spustit [ubovolny kéd v cielovom systéme.

Opravena bola kriticka zranitelnost umozriujuca vzdialené vykonanie flubovolného kédu CVE-
2020-0997 vznikajuca, ked program Windows Camera Codec Pack nesprdvne spracovava
objekty v pamiti. Uto¢nik, ktory Uspes$ne zneuzije tito chybu, by mohol spustit [ubovolny
kod v kontexte aktualneho pouzivatela. Ak je aktualny pouZivatel prihlaseny s opravneniami
spravcu, Utoénik by mohol prevziat kontrolu nad systémom a nasledne instalovat programy,
prezerat, mazat a menit data.

Daldou opravenou zranitelnostou je CVE-2020-1252, ktord vznikd ked systém Windows
nespravne nardba s objektmi v pamati a takisto umoznuje vzdialené spustenie kodu. Aby
mohol Uto¢nik zneuZit tuto zranitelnost, musel by presvedcit pouZivatela, aby spustil
Specidlne vytvorenu aplikaciu.

Kriticka zranitelnost CVE-2020-1285 spociva v spdsobe, akym rozhranie Windows Graphics
Device Interface (GDI) nardba s objektmi v pamati. Uto¢nik, ktory Uspedne zneuZije tuto
chybu, by mohol spustit fubovolny kdd a prevziat kontrolu nad postihnutym systémom.
Nasledne by mohol instalovat programy, prezerat, mazat a menit data.

Kritické zranitelnosti CVE-2020-1129 a CVE-2020-1139 popisuju zranitelnhosti spocivajuce v
sposobe, akym kniznica Microsoft Windows Codecs Library zaobchadza s objektmi v pamati.
Uto¢nik, ktory Uspesne zneuzije tuto chybu, by mohol prevziat kontrolu nad postihnutym
systémom a nasledne instalovat programy, prezerat, mazat a menit data.

Opravené boli aj kritické zranitelnosti CVE-2020-1508 a CVE-2020-1593, ktoré vznikaju ked'
program Windows Media Audio Decoder nespravne spracovava objekty zo vstupu. Utoénik,
ktory Uspesne zneuZije tuto chybu, by mohol prevziat kontrolu nad postihnutym systémom.




MINISTERSTVO
INVESTICII, REGIONALNEHO ROZVOJA

A INFORMATIZACIE

SLOVENSKE) REPUBLIKY Mesacny prehlad kritickych zranitelnosti

) CSIRT.SK

Zranitelné systémy:

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1709 for 32-bit Systems
Windows 10 Version 1709 for ARM64-based Systems
Windows 10 Version 1709 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows 10 Version 1803 for ARM64-based Systems
Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1903 for 32-bit Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows 10 Version 1903 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 2004 for 32-bit Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for x64-based Systems
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server, version 1903 (Server Core installation)
Windows Server, version 1909 (Server Core installation)
Windows Server, version 2004 (Server Core installation)
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Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z nizdie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladdavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0908
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0922
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0997
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1129
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1252
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1285
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1319
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1508
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1593

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolocnost Microsoft opravila v mesiaci september 7 kritickych a 20 zavaznych zranitelnosti.

Opravené boli kritické zranitelnosti CVE-2020-1200, CVE-2020-1210, CVE-2020-1452, CVE-
2020-1453, CVE-2020-1576 a CVE-2020-1595 v Microsoft SharePoint, kde API nie su spravne
chranené pred nebezpecnym vstupom od pouzivatela. To umoziuje vzdialené vykonanie
lubovolného kédu. Utoénik, ktory Uspedne zneufZije tuto chybu, by mohol vykonat [ubovolny
kdd v kontexte aktudlneho pouzivatela.

Opravena bola aj kriticka zranitelnost CVE-2020-1460 v serveri Microsoft SharePoint Server,
ktory nedokadze spravne identifikovat a filtrovat nebezpecné webové ovladacie prvky
ASP.Net. Uto¢nik, ktory uspes$ne zneuZije tuto chybu, by mohol spustit lubovolny kéd v
kontexte aktualneho pouZivatela.

Zranitelné systémy:

Microsoft Business Productivity Servers 2010 Service Pack 2
Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2016

Microsoft SharePoint Foundation 2010 Service Pack 2
Microsoft SharePoint Foundation 2013 Service Pack 1



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0908
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0922
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0997
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1129
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1252
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1285
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1319
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1508
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1593
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Microsoft SharePoint Server 2010 Service Pack 2
Microsoft SharePoint Server 2019

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizdcie pre konkrétny systém moZno vyhladat na prvom z nizie uvedenych
odkazov vloZzenim identifikatora zranitelhosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1200
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1210

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1452

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1453
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1576
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1595
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1460

3. Internetové prehliadace

Microsoft Internet Explorer
Spolo¢nost Microsoft opravila tento mesiac v prehliadaci Internet Explorer 1 kriticky a 2

zavaziné zranitelnosti.

Opravena bola kriticka zranitelnost CVE-2020-0878, ktora vznika v spésobe akym prehliadace
Microsoft Internet Explorer pristupuju k objektom v pamati. Po jej zneuZiti mbze atocnik
inStalovat programy, prezerat, mazat a menit data alebo si vytvorit nové ucty s plnymi
uzivatelskymi pravami, alebo spustit fubovolny kéd v kontexte aktudlneho pouZivatela.

Zranitelné systémy:
Microsoft Internet Explorer verzie 11

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizicie pre konkrétny systém moino vyhladat na prvom z niisie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1200
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1210
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1452
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1453
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1576
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1595
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Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0878

Microsoft Edge

Spolocnost Microsoft opravila tento mesiac v prehliadac¢i Microsoft Edge 3 kritické a1
zavaznu zranitelnost.

Opravena bola kriticka zranitelnost CVE-2020-0878, ktora vznika v spésobe akym prehliadace
Microsoft Edge pristupuji k objektom v pamati. Po jej zneuZiti mdze uUtocnik inStalovat
programy, prezerat, mazat a menit data alebo si vytvorit nové Ucty s plnymi uZivatelskymi
pravami alebo spustit lubovolny kdd v kontexte aktualneho pouzivatela.

Daldie opravené kritické zranitelnosti CVE-2020-1057 a CVE-2020-1172 vznikaju v spdsobe
akym engine ChakraCore spractva objekty v pamiti. Utoénik by po ich zneuZiti mohol
vykonat [ubovolny kdd v kontexte aktualneho pouzivatela.

Zranitelné systémy:
Microsoft Edge (EdgeHTML-based) v systémoch Windows 10

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0878
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1057
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1172

Mozilla Firefox

V mesiaci september bola opravena 1 kriticka zranitelnost v prehliadaci Firefox pre Android
80, ato CVE-2020-15664 umoziiujuca naldkanie pouZivatela na instalaciu nebezpecénych
rozsireni.

V najnovsej verzii Firefox boli opravené 3 kritické a 3 zavazné zranitelnosti. V najnovsej verzii
Firefox ESR boli takisto opravené 3 zavazné zranitelnosti, zatial ¢o kriticka iba jedna. Vacsina



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0878
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1057
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1172
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tychto zranitelnosti sa tykala chyb umoZiujucich unik Udajov z tychto prehliadacov a tiez
umoznujucich predstierat identitu cudzieho zdroja.

Zranitelné systémy:
Mozilla Firefox verzie starsie ako 81
Mozilla Firefox ESR verzie starsie ako 78.3

Odporucania:
Odporucame aktualizaciu Firefox na verziu 81.0.1 resp. Firefox ESR na 78.3.1.

Zdroje:
https://www.mozilla.org/en-US/security/advisories/

https://www.mozilla.org/en-US/security/advisories/mfsa2020-39/

https://www.mozilla.org/en-US/security/advisories/mfsa2020-42/
https://www.mozilla.org/en-US/security/advisories/mfsa2020-43/

Google Chrome

V mesiaci september vydala spoloénost Google opravu 10 zavaznych zranitelnosti svojho
prehliadaca. Nebola opravena Ziadna kriticka zranitelnost.

Vacsina z opravenych zavaznych zranitelnosti vznikd pri nedostatoc¢nej kontrole opravneni,
pri pouziti odalokovaného miesta v pamati a pri umoZneni zadpisu mimo hranic.

Zranitelné systémy:
Google Chrome verzie starsie ako 85.0.4183.121

Odporucania:
Odporucame aktualizaciu na verziu 85.0.4183.121

Zdroje:
https://chromereleases.googleblog.com/2020

https://chromereleases.googleblog.com/2020/09/stable-channel-update-for-
desktop 21.html
https://chromereleases.googleblog.com/2020/09/stable-channel-update-for-desktop.html



https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2020-39/
https://www.mozilla.org/en-US/security/advisories/mfsa2020-42/
https://chromereleases.googleblog.com/2020
https://chromereleases.googleblog.com/2020/09/stable-channel-update-for-desktop_21.html
https://chromereleases.googleblog.com/2020/09/stable-channel-update-for-desktop_21.html
https://chromereleases.googleblog.com/2020/09/stable-channel-update-for-desktop.html
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4. Adobe Flash Player, Acrobat a Reader

V mesiaci september spolo¢nost Adobe nevydala opravu Ziadnych kritickych zranitelnosti pre
produkty Adobe Flash Player ani Acrobat a Reader.

Zdroje:
https://helpx.adobe.com/security.html

5. Frameworky

Microsoft .NET Framework
V mesiaci september spolo¢nost Microsoft nevydala Ziadnu opravnu aktualizaciu pre kritické

¢i zavazné zranitelnhosti vo frameworku Microsoft .NET.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Oracle Java

Velkd sada oprav je pldnovana na 20. oktdbra 2020.

Zdroje:
https://www.oracle.com/technetwork/topics/security/alerts-086861.html

https://www.oracle.com/security-alerts/cpujul2020.htmI#AppendixJAVA

6. Iné zavazné zranitelnosti

Cisco vVWAAS obsahuje predvolené statické administratorské prihlasovacie tdaje

Cisco Virtual Wide Area Application Services (VWAAS) je sluzba na optimalizaciu pre
cloudovu infrastruktaru. Tato sluzba je dodavana v zariadeniach Cisco s predvolenymi
statickymi udajmi ktoré méze vzdialeny neautentifikovany atocénik vyuzit na prihlasenie sa do
administratorského konta. Viac informacii na stranke.



https://helpx.adobe.com/security.html
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.oracle.com/technetwork/topics/security/alerts-086861.html
https://www.oracle.com/security-alerts/cpujul2020.html#AppendixJAVA
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=365&type=1
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Expert z Google Project Zero odhalil 3 zranitelnosti Apache Web Server

Felix Wilhelm z Google Project Zero objavil viacero zranitelnosti na webovom serveri Apache.
Spolocnost Apache Foundation vydala zéplatu adresovanu tymto zranitelnostiam, ktoré by
mohol potencidlny Utocnik za urcitych podmienok zneuZzit na vykonanie lubovolného kédu,
alebo zapricinenie nedostupnosti sluzby (DoS) zlyhanim servera. Viac informacii na stranke.

Cisco Jabber obsahuje kriticku zranitelnost umoZriujucu vzdialené vykondvanie kédu

Aplikacia Cisco Jabber obsahuje XSS zranitelnost, ktora sa da vyuZit na vzdialené spustenie
programov s pravami prihlaseného pouzivatela. Na zneuZitie zranitelnosti je potrebné, aby
Jabber vyuZival protokol XMPP s povolenym rozSirenim XHTML-IM. Viac informdcii na
stranke.

Utoénici aktivne zneuZivaju zranitelnost operaéného systému Windows nazvani
.Zerologon”

Spolo¢nost Microsoft v auguste 2020 vydala bezpec¢nostnu aktualizaciu pre 120 zranitelnosti
operacného systému Windows Server, z ktorych boli dve zero-day. V rdmci tejto aktualizacie
Microsoft upozorfiuje na aktivne zneuZivanie kritickej zranitelnosti nazvanej ,Zerologon”.
Viac informadcii na stranke.



https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=366&type=1
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=367&type=1
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=368&type=1

