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Mesacny prehlad kritickych zranitelnosti
november 2020

1. Operacné systémy Microsoft Windows

Spoloc¢nost Microsoft opravila v mesiaci november 12 kritickych a 54 zavaZznych zranitelnosti.

Chyba v operaénych systémoch Windows CVE-2020-17042 suvisi so softvérom, ktory
spravuje poziadavky na tla¢ posielané do tlaciarne alebo na tlacovy server. Dalia kriticka
zranitelnost CVE-2020-17051 suvisi so sietovym stborovym systémom v operaénom systéme
Windows.

CVE-2020-17078, CVE-2020-17079 a CVE-2020-17082 suvisia s rozSirenim Raw Image.
Zranitelfnost CVE-2020-17101 sa tyka rozsirenia HEIF Image. CVE-2020-17105 sa nachadza
v rozsireni AV1 Video. Kritické zranitelnosti CVE-2020-17106 az CVE-2020-17110 sa tykaju
rozSireni HEVC Video.

Vsetky tieto zranitelnosti méZu viest k vzdialenému vykonavaniu kédu.

Zranitelné systémy:

AV1 Video Extension

HEIF Image Extension

HEVC Video Extensions

Raw Image Extension

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows 10 Version 1803 for ARM64-based Systems
Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1903 for 32-bit Systems
Windows 10 Version 1903 for ARM64-based Systems
Windows 10 Version 1903 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 2004 for 32-bit Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
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Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server, version 1903 (Server Core installation)
Windows Server, version 1909 (Server Core installation)
Windows Server, version 2004 (Server Core installation)
Windows Server, version 20H2 (Server Core Installation)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z nizie uvedenych
odkazov vloZzenim identifikatora zranitelnhosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17042

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17051

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17078

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17079

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17082

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17101

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17105

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17106

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17107

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17108

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17109

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17110



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17042
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17051
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17078
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17079
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17082
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17101
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17105
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17106
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17107
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17108
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17109
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17110
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2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolocnost Microsoft opravila v mesiaci november 14 zavaznych zranitelnosti aZiadnu
kriticka v kanceldrskych balikoch Microsoft Office a Office Web Apps.

Sedem zo zdvainych zranitelnosti mozZe viest k vzdialenému vykonavaniu kédu, zneuZitim
daldich dvoch méze dojst k vyzradeniu informacii. Daldie dve zranitelnosti mozu viest k
obideniu bezpecnostnych prvkov azvysné tri mézu Utocnikom umoznit UspesSnu imitaciu
identity iného odosielatela.

Zranitelné systémy:

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Excel 2010 Service Pack 2 (32-bit editions)
Microsoft Excel 2010 Service Pack 2 (64-bit editions)
Microsoft Excel 2013 RT Service Pack 1

Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 Service Pack 1 (64-bit editions)
Microsoft Excel 2016 (32-bit edition)

Microsoft Excel 2016 (64-bit edition)

Microsoft Office 2010 Service Pack 2 (32-bit editions)
Microsoft Office 2010 Service Pack 2 (64-bit editions)
Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for Mac

Microsoft Office Online Server

Microsoft Office Web Apps 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2016
Microsoft SharePoint Foundation 2010 Service Pack 2
Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server 2010 Service Pack 2
Microsoft SharePoint Server 2019

Microsoft Teams

Microsoft Word 2010 Service Pack 2 (32-bit editions)
Microsoft Word 2010 Service Pack 2 (64-bit editions)
Microsoft Word 2013 RT Service Pack 1

Microsoft Word 2013 Service Pack 1 (32-bit editions)
Microsoft Word 2013 Service Pack 1 (64-bit editions)
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Microsoft Word 2016 (32-bit edition)
Microsoft Word 2016 (64-bit edition)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z nizie uvedenych
odkazov vloZzenim identifikatora zranitelnhosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

3. Internetové prehliadace

Microsoft Internet Explorer

Spolocnost Microsoft opravila tento mesiac v prehliadaci Internet Explorer 3 kritické
zranitelnosti.

Kritické zranitelnosti CVE-2020-17052, CVE-2020-17053 a CVE-2020-17058 umoziuju
vzdialenému utocnikovi vykonavat [ubovolny kéd v ciefovom systéme. Tieto chyby mozu
viest ku pogkodeniu paméte. Uspednym zneuzitim moze dojst ku kompromitacii zranitelného
systému.

Zranitelné systémy:
Microsoft Internet Explorer verzie 11

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizdcie pre konkrétny systém moZno vyhladat na prvom z niZie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17052

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17053

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17058



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17052
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17053
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17058
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Microsoft Edge

Spolocnost Microsoft opravila tento mesiac v prehliadaci Microsoft Edge 3 kritické

zranitelnosti.

Tieto kritické zranitelnosti v prehliadaci Microsoft Edge moézZu viest k vzdialenému
vykonavaniu kédu v ciefovom systéme. Utoénik je schopny kompromitovat celé zariadenie
a tiez moze dojst k poskodeniu pamate.

Zranitelné systémy:
Microsoft Edge (EdgeHTML-based) v systémoch Windows 10

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizdcie pre konkrétny systém mozno vyhladat na prvom z niZie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17048

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17052
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17058

Mozilla Firefox

V mesiaci november bola v prehliadaci Firefox a Firefox ESR opravena 1 kriticka zranitelnost.
V najnovsej verzii Firefox boli opravené 4 zavainé zranitelnosti a vo Firefox ESR 2 zavainé
zranitelnosti.

Kritickd zranitelnost CVE-2020-26950 sa vyskytuje v prehliadaci Firefox verzie 82.0.3, a
Firefox ESR verzie 78.4.1. Jedna sa o pouZitie odalokovaného miesta v pamati, ¢o moze viest
k Uplnej kompromitacii zranitelného systému.

Zranitel'né systémy:
Mozilla Firefox verzie starSej ako 83
Mozilla Firefox ESR verzie starsej ako 78.5

Odporucania:
Odporucame aktualizaciu Firefox na verziu 83 resp. Firefox ESR na 78.5.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17048
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17052
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2020-17058
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Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2020-49/
https://www.mozilla.org/en-US/security/advisories/mfsa2020-50/
https://www.mozilla.org/en-US/security/advisories/mfsa2020-51/

Google Chrome

V mesiaci november bola vydana oprava pre 20 zavaZnych zranitelnosti. Nebola opravena
Ziadna kritickd zranitelnost. Vo velkej miere sa jedna o nespravnu implementaciu réznych
komponentov pre prehliada¢ Chrome alebo o pouzitie odalokovaného miesta v pamati.

Zranitel'né systémy:
Google Chrome verzie starSej ako 87.0.4280.66 pre Windows a Linux
Google Chrome verzie starSej ako 87.0.4280.67 pre Mac

Odporucania:
Odporuc¢ame aktualizaciu na verziu 87.0.4280.66 pre Windows a Linux a na verziu
87.0.4280.67 pre Mac.

Zdroje:

https://chromereleases.googleblog.com/2020
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-

desktop 9.html
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-

desktop 11.html
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-

desktop 17.html

4. Adobe Flash Player, Acrobat a Reader

V mesiaci november boli v Adobe Acrobat a Reader opravené 4 kritické a 6 zdvainych
zranitelnosti. Kritické zranitelnosti moézu viest kvzdialenému vykondavaniu lubovolného
kédu. Spoloc¢nost Adobe nevydala opravu Ziadnych kritickych zranitelnosti pre Adobe Flash
Player.

Zranitelné systémy:
Acrobat DC



https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2020-49/
https://www.mozilla.org/en-US/security/advisories/mfsa2020-50/
https://www.mozilla.org/en-US/security/advisories/mfsa2020-51/
https://chromereleases.googleblog.com/2020
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-desktop_9.html
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-desktop_9.html
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-desktop_11.html
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-desktop_11.html
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-desktop_17.html
https://chromereleases.googleblog.com/2020/11/stable-channel-update-for-desktop_17.html
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Acrobat Reader DC
Acrobat 2020
Acrobat Reader 2020
Acrobat 2017
Acrobat Reader 2017

Odporucania:

Odporucame aktualizaciu:

Acrobat DC na verziu 2020.013.20064

Acrobat Reader DC na verziu 2020.013.20064
Acrobat 2020 na verziu 2020.001.30010
Acrobat Reader 2020 na verziu 2020.001.30010
Acrobat 2017 na verziu 2017.011.30180
Acrobat Reader 2017 na verziu 2017.011.30180

Zdroje:
https://helpx.adobe.com/security.html

https://helpx.adobe.com/security/products/acrobat/apsb20-67.html

5. Frameworky

Microsoft .NET Framework
V mesiaci november spolo¢nost Microsoft nevydala Ziadnu opravnu aktualizaciu pre kritické

¢i zavainé zranitelnhosti vo frameworku Microsoft .NET.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Oracle Java
Velkd sada oprav je pldnovana na 19. januar 2021.

Zdroje:
https://www.oracle.com/security-alerts/



https://helpx.adobe.com/security.html
https://helpx.adobe.com/security/products/acrobat/apsb20-67.html
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.oracle.com/security-alerts/
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6. Iné zavazné zranitelnosti

Spolocnost Oracle dodatocne po vydani planovanej stvrtroénej aktualizdcie opravila

kriticku zranitelnost

Spolocnost Oracle vydala zaplatu na kritickd zranitelnost, ktord umoinuje vzdialené
vykonavanie kédu. Ovplyviiuje niekolko verzii servera Oracle WebLogic. MéZe byt zneuZita
prostrednictvom protokolu HTTP bez autentifikacie. Viac informdcii na stranke.

Spoloénost Google opravila niekolko zranitelnosti v prehliadaéi Chrome, pricom dve

Z nich su typu zero-day

Spolocnost Google vydala zaplatu pre niekolko chyb zabezpecenia. Dve z nich su typu zero-
day, pricom zneufZitie prvej moze viest ku vzdialenému vykonavaniu kédu. Tato zranitelnost
sa nachadza v komponente V8 pre prehliada¢ Chrome, pricom suvisi s jeho nespravnou
implementdciou. Dalsia zero-day zranitelnost sa nachddza v prehliadaéi Chrome pre systém
Android. M6Ze spdsobit pretecenie medzipamate haldy. Viac informacii na stranke.

Spoloénost Apple vydala zaplatu pre tri zero-day zranitelnosti ovplyvriujiuce rézne

druhy zariadeni

Bezpecnostny tim spoloc¢nosti Google odhalil tri zero-day zranitelhosti v zariadeniach od
spoloc¢nosti Apple. Prva zranitelnost sa tyka kniznice FontParser, pricom mozZe viest k
poskodeniu pamate, dalsia suvisi s eskalaciou privilégii v jadre i0S, ¢o umoZnuje vykonavanie
[ubovolného kédu a posledna méze viest k Uniku pamate. Viac informacii na stranke.

Spoloénost Oracle opravila 402 zranitelnosti v oktébrovych aktualizdcidch

Softvérova spolocnost Oracle vydala v oktébri mnoZstvo aktualizacii, ktoré opravuju az 402
chyb v jej produktoch. Dvojica chyb (CVE-2020-1953 a CVE-2020-14871) dosiala skére CVSS
10, kritickych je aj mnoho dalSich chyb. Ako uvadza portdl Threatpost.com, viac ako polovicu
zranitelnosti je moZzné zneuZit na dialku bez autentifikacie. Viac informdcii na stranke.

Za posledné tri tyidne spoloénost Google opravila uZ Stvrtu a piatu zero-day

zranitelnost' v prehliadaéi Chrome

Zavainé zranitelnosti sa nachadzaju v prehliada¢i Chrome. CVE-2020-16013 suvisi s
nespravnou implementaciou komponentu V8, pricom mdze viest k vzdialenému vykonavaniu
kdédu. CVE-2020-16017 sa tyka komponentu, ktory slGzZi na izolaciu udajov r6znych webovych



https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=376
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=377
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=378
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=379
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stranok a jej zneuZitie moie spdsobit poskodenie pamidte a umoznit vykonavanie
[ubovolného kddu. Viac informacii na stranke.

V 10S XR od spolocnosti Cisco sa nachddza zranitelnost, ktorej zneuZitie mézZe viest k

nefunkcnosti smerovacov Cisco ASR série 9000

Zranitelnost nachadzajuca sa v 10S XR verzie nizSej ako 6.7.2 alebo 7.1.2 umoinuje
vzdialenym Utocnikom znefunkénit smerovace Cisco ASR série 9000. Chyba vznika
nespravnym pridelenim prostriedkov pri spracovavani sietového prenosu a vo vseobecnosti
moZze viest k naruseniu dostupnosti sluzby. Viac informécii na stranke.

V aplikdcii Cisco Security Manager sa vyskytuju tri zranitelnosti. Na dve z nich

vydala spoloénost zaplatu.

Spolocnost Cisco vydala zaplatu na dve z troch objavenych zranitelnosti v aplikacii Cisco
Security Manager. Obe opravené zranitelnosti mézu utocnikovi umoznit neopravneny
pristup k citlivym Udajom. Posledna neopravena zranitelnost sa tyka Java funkcie, ktora sluzi
na deserializaciu obsahu doddvaného pouzivatefom. V pripade zneuZitia je uto¢nik schopny
vzdialene vykonavat kdd. Viac informdcii na stranke.

V produktoch spoloénosti VMware bola odhalend kritickd a zavaznd zranitelnost

V produktoch ESXi, Fusion, Workstation a VMware Cloud Foundation sa vyskytuje
zranitelnost, ktora sa tyka pouZitia odalokovaného miesta v pamati. Ovplyvriuje XHCI USB
kontrolér, pricom jej zneuZitie mozZe viest k vykonavaniu lubovolného kédu na ciefovom
systéme. Daldia chyba v produktoch spolo¢nosti VMware sa tyka spdsobu spravy
systémovych volani a jej zneuZitie moze viest k zmene opravneni v systéme. Viac informacii
na stranke.



https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=380
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=381
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=382
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=383

