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Mesacny prehlad kritickych zranitelnosti
april 2021

1. Operacné systémy Microsoft Windows

Spolocnost Microsoft opravila v mesiaci april 14 kritickych a 67 zavainych zranitelnosti.
Vsetky kritické zranitelnosti moézu viest ku vzdialenému vykonavaniu kédu.

Zranitelnosti CVE-2021-27095 a CVE-2021-28315 sa nachadzaju v dekdderi Microsoft
Windows Media Video. Existuju v désledku nespravneho overenia vstupu. Vzdialeny utocnik
mobzZe oklamat obet, aby otvorila Specidlne vytvoreny subor anasledne bol vykonany
v systéme [ubovolny kéd.

Kritické zranitelnosti CVE-2021-28329, CVE-2021-28330, CVE-2021-28331, CVE-2021-28332,
CVE-2021-28333, CVE-2021-28334, CVE-2021-28335, CVE-2021-28336, CVE-2021-28337,
CVE-2021-28338, CVE-2021-28339 a CVE-2021-28343 sa vyskytuju v Remote Procedure Call
Runtime. TieZ suvisia s nesprdvnym overenim vstupu. Vzdialeny utoénik mdze poslat
$pecidlne vytvorenu poziadavku a vykonat [ubovolny kéd v cielovom systéme. Uspesnym
zneuZitim tychto chyb mozZe dojst k Uplnej kompromitacii zranitelného systému.

Zranitelné systémy:

Raw Image Extension

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1803 for 32-bit Systems
Windows 10 Version 1803 for ARM64-based Systems
Windows 10 Version 1803 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 2004 for 32-bit Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems




MINISTERSTVO
INVESTICII, REGIONALNEHO ROZVOJA

A INFORMATIZACIE

SLOVENSKE] REPUBLIKY Mesacny prehlad kritickych zranitelnosti

() CSIRT.SK

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server, version 1909 (Server Core installation)
Windows Server, version 2004 (Server Core installation)
Windows Server, version 20H2 (Server Core Installation)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizcie pre konkrétny systém moZno vyhladat na prvom z niZdie uvedenych
odkazov vloZzenim identifikatora zranitelhosti do vyhladdvania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-27095
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28315

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28329

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28330

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28331

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28332

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28333

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28334

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28335

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28336

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28337

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28338

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28339

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28343

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolocnost Microsoft opravila v mesiaci april 7 zavainych zranitelnosti a Ziadnu kriticku
zranitelnost. Pat zo zavaznych zranitelnosti (CVE-2021-28449, CVE-2021-28451, CVE-2021-
28452, CVE-2021-28453 a CVE-2021-28454) umoznuje utoénikom vzdialené vykonavanie



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-27095
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28315
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28329
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28330
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28331
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28332
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28333
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28334
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28335
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28336
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28337
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28338
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28339
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-28343
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kédu. Zneuzitim zranitelnosti CVE-2021-28450 v produktoch SharePoint moéze dojst
k nedostupnosti sluzby. Zranitelnost CVE-2021-28456 mdze viest k Uniku informacii.

Zranitelné systémy:

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Excel 2010 Service Pack 2 (32-bit editions)
Microsoft Excel 2010 Service Pack 2 (64-bit editions)
Microsoft Excel 2013 RT Service Pack 1

Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 Service Pack 1 (64-bit editions)
Microsoft Excel 2016 (32-bit edition)

Microsoft Excel 2016 (64-bit edition)

Microsoft Office 2010 Service Pack 2 (32-bit editions)
Microsoft Office 2010 Service Pack 2 (64-bit editions)
Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for Mac

Microsoft Office Online Server

Microsoft Office Web Apps 2010 Service Pack 2
Microsoft Office Web Apps Server 2013 Service Pack 1
Microsoft Outlook 2010 Service Pack 2 (32-bit editions)
Microsoft Outlook 2010 Service Pack 2 (64-bit editions)
Microsoft Outlook 2013 RT Service Pack 1

Microsoft Outlook 2013 Service Pack 1 (32-bit editions)
Microsoft Outlook 2013 Service Pack 1 (64-bit editions)
Microsoft Outlook 2016 (32-bit edition)

Microsoft Outlook 2016 (64-bit edition)

Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2016

Microsoft SharePoint Foundation 2010 Service Pack 2
Microsoft SharePoint Server 2010 Service Pack 2
Microsoft SharePoint Server 2019

Microsoft Word 2010 Service Pack 2 (32-bit editions)
Microsoft Word 2010 Service Pack 2 (64-bit editions)
Microsoft Word 2013 RT Service Pack 1

Microsoft Word 2013 Service Pack 1 (32-bit editions)
Microsoft Word 2013 Service Pack 1 (64-bit editions)
Microsoft Word 2016 (32-bit edition)

Microsoft Word 2016 (64-bit edition)
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Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z nizie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

3. Internetové prehliadace

Microsoft Internet Explorer
Spolocnost Microsoft neopravila tento mesiac v prehliadaci Internet Explorer Ziadnu kriticku

ani zavaznu zranitelnost.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Microsoft Edge

Spolocnost Microsoft neopravila tento mesiac v prehliadac¢i Microsoft Edge Ziadnu kriticku

ani zavaznu zranitelnost.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Mozilla Firefox
V mesiaci april nebola v prehliada¢i Firefox a Firefox ESR opravena Ziadna kritickd

zranitelnost. V prehliadaci Firefox boli opravené 4 zdvainé zranitelnosti, pricom 2 z nich sa
vyskytuju aj vo verzii Firefox ESR.

Zavaina zranitelnost CVE-2021-23994 vyskytujuca sa v oboch prehliadacoch suvisi s tym, Ze
WebGL framebuffer nie je véas inicializovany. Méze viest k poskodeniu pamate, pri¢om
mbze spdsobit zapis mimo povolenych hodnét. Druha spoloéna zranitelnost CVE-2021-23995
existuje, ked je povoleny mdd Responsive Design. Pouziva odkazy na objekty, ktoré boli
predtym uvolnené. S dostatoCnym vynalozenym usilim by mohol atoénik vzdialene
vykonavat kadd.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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CVE-2021-23996 suvisi s tym, Ze pouzitim 3D CSS v spojeni s Javascriptom médze byt obsah
vykresleny mimo zobrazeni webovu stranku. MoZe viest k mozZnosti predstierat cudziu
identitu. Posledna zranitelnost CVE-2021-23997 suvisi s neocakavanou konverziou datovych
typov. Moze dojst k pouZitiu odalokovaného miesta v pamati. S dostatocne vynaloZzenym
usilim by mohol Utocnik taktiez vzdialene vykonavat kaod.

Zranitelné systémy:
Mozilla Firefox verzie starSej ako 88
Mozilla Firefox ESR verzie starsej ako 78.10

Odporucania:
Odporucame aktualizaciu Firefox na verziu 88 resp. Firefox ESR na 78.10.

Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-15/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-16/

Google Chrome

V mesiaci april bola vydand oprava pre 16 zdvaznych zranitelnosti a Ziadnu kriticku. Zavazné
zranitelnosti sa vacSinou tykaju pouZitia odalokovaného miesta v pamati, nedostato¢ného
overovania dat, pretecenia medzipamate haldy alebo pristupu k pamati mimo povolenych
hodn6t. Zranitelnosti sa vo velkej miere nachadzaju v komponentoch V8, Blink a Mojo.

Zranitelné systémy:

Google Chrome verzie starsej ako 90.0.4430.93 pre Windows, Mac a Linux

Odporucania:
Odporucame aktualizaciu na verziu 90.0.4430.93 pre Windows, Mac a Linux.

Zdroje:
https://chromereleases.googleblog.com/2021

https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop.html

https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-
desktop 14.html
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-
desktop 20.html
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-
desktop 26.html



https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-15/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-16/
https://chromereleases.googleblog.com/2021
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop_14.html
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop_14.html
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop_20.html
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop_20.html
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4. Adobe Flash Player, Acrobat a Reader

V mesiaci april nebola opravena Ziadna kriticka ani zavazna zranitelnost v produkte Adobe
Acrobat a Reader. Adobe prestal vydavat zaplaty pre Flash Player 31. decembra 2020, teda
nie je bezpecné ho pouzivat.

Zdroje:
https://helpx.adobe.com/security.html

5. Frameworky

Microsoft .NET Framework
V mesiaci april spolo¢nost Microsoft neopravila Ziadnu kritickG ani zavaznu zranitelnost vo

frameworku .NET.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Oracle Java

Spolo¢nost Oracle vydala v mesiaci april planovanu Stvrtroénd velkd sadu aktualizacii.
V Oracle Java SE boli dokopy opravené 4 zranitelhosti, z coho 2 su zavainé. Vsetky tieto
zranitelnosti mozu byt vzdialene zneuzité bez autentifikacie.

Zranitelné systémy:

Oracle GraalVM Enterprise Edition: 19.3.5, 20.3.1.2, 21.0.0.2
Java SE: 7u291, 8u281, 11.0.10, 16

Java SE Embedded: 8u281

Odporucania:

Odporucame aktualizovat zranitelné verzie Oracle GraalVM Enterprise Edition, Java SE a Java
SE Embedded na aktudlne verzie, prostrednictvom Java Auto Update alebo na stranke
spolocnosti Oracle, vid prvy odkaz v zdrojoch.

Zdroje:
https://www.oracle.com/security-alerts/

https://www.oracle.com/security-alerts/cpuapr2021.html#AppendixJAVA



https://helpx.adobe.com/security.html
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.oracle.com/security-alerts/
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6. Iné zavazné zranitelnosti

Nové kritické zranitelnosti emailového serveru Microsoft Exchange

Narodna bezpeénostna agentira (NSA) informovala spolo¢nost Microsoft o objave kritickych
zranitelnosti umozfujucich vzdialene vykonat kéd (RCE) v produkte Microsoft Exchange Server.
Spolo¢nost Microsoft vydala bezpeénostné aktualizacie a apeluje na administratorov, aby urgentne
aktualizovali emailové servery Microsoft Exchange vo svojej sprave. Aktudlne nebolo zaznamenané
zneutzitie tychto zranitelnosti, avSak Microsoft predpoklada, Ze je to len otdzkou ¢asu. Viac informdcii
na stranke.

BleedingTooth — zranitelnosti bluetooth v systéme Linux teraz uZ aj s exploitom

BleedingTooth je sada zranitelnosti zariadeni Bluetooth v operacnom systéme Linux. Zranitelnosti
umoziuju utocénikovi bez interakcie obete napadnut zariadenia s opravneniami jadra systému. Tieto
starSie zranitelnosti predstavuju stale riziko pre velky pocet neaktualizovanych zariadeni po celom
svete. ESte vacsiu vahu im dava aktudlne dostupna ukazka zneufZitia zranitelhosti (PoC exploit). Viac
informdcii na stranke.

Spolocénost Cisco neopravi kritické zranitelnosti svojich produktov

Spolo¢nost Cisco sa rozhodla neopravit kritické zranitelnosti niektorych svojich smerovadov a
zariadeni firewall, ktorym skoncila softvérova podpora. Spolo¢nost Cisco vyzyva spolocnosti, ktoré
tieto zariadenia pouZivaju, aby zariadenia vymenili za novsie, podporované. Viac informacii na
stréanke.

Spoloénost Cisco opravila kritickd zranitelnost produktu SD-WAN vManage

Spolo¢nost Cisco vydala aktualizacie na opravu zranitelnosti. Jedna zranitelnost ziskala hodnotenie
Hkritickd”. Spolo¢nost Cisco apeluje na administratorov k ¢o najrychlejSej oprave zariadeni v ich
sprave. Viac informdcii na stranke.

Stard zranitelnost firewallov od Spolocnosti Fortinet je aktivne zneuZivanad

Stara zranitelnost firewallov Fortinet SSL VPN z roku 2018 je aktualne aktivne zneuZivana. Okrem
priamych zneuZiti zranitelnosti, zacali zranitelnost CVE-2018-13379 Utocnici zneuzivat aj na Sirenie
ransomvéru (napriklad ransomvér Cring). Rovnako s rozsSirenim povedomia o zneuZitelnosti
zranitelnosti a s poznatkom, Ze existuje mnoZstvo zariadeni, ktoré neboli administratormi opravené,
bolo pozorované aj masivne skenovanie sieti vyhladdvajlc zranitelné zariadenia na ktoré by mohli
utoénici potencionalne Gtocit. Viac informdcii na stranke.



https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=421
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=422
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=423
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=424
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=425
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V Pulse Connect Secure (PCS) SSL VPN bola opravend kriticka aktivne zneuZivana
zero-day zranitelnost

V Pulse Connect Secure (PCS) SSL VPN bola objavena a opravend aktivne zneuZivana zero-day
zranitelnost, ktorej zneuzitim moze dojst k vzdialenému vykonaniu kdédu neautentifikovanym
uto¢nikom. Zranitelnost dosahuje CVSS skore 10. Viac informacii na stranke.

Spolocnost SonicWall opravila kritické zranitelnosti produktu pre emailovu
bezpeénost

Spolo¢nost SonicWall opravila 3 vaine zranitelnosti, ktoré ziskali hodnotenie CVSS 6,7 a 9,4.
Najzavaznejsia zo zranitelnosti by mohla Uto¢nikovi umoznit vzdialene vytvorit administratorsky ucet
poslanim Specidlne vytvorenej http poziadavky zranitelnému zariadeniu. CSIRT.SK odporuca
bezodkladne aktualizovat zranitelné zariadenia vo svojej sprave a predist tak odcudzeniu dat, ¢i
moznému rozsireniu malvéru v organizacii. Viac informacii na stranke.



https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=427
https://www.csirt.gov.sk/oznamenia-a-varovania-803.html?id=428

