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Mesacny prehlad kritickych zranitelnosti
jun 2021

1. Operacné systémy Microsoft Windows

Spolo¢nost Microsoft opravila v mesiaci jun 3 kritické a 23 zavaznych zranitelnosti.

Kritickd zranitelnost CVE-2021-1675 sa vyskytuje v sluzbe Windows Print Spooler. Prvotne
bola klasifikovana ako zranitelnost s nizkou zavaznostou umozZnujuca eskaldciu privilégii,
avsak nasledne bola prehodnotend ako kritickd. MézZe viest k vykonaniu vzdialeného kédu.

Zranitelnost CVE-2021-31959 sa nachadza v skriptovacom ndastroji a moze viest k poskodeniu
pamate. Na zneuZitie tejto zranitelnhosti je nutna interakcia pouzZivatela. Umoznuje
vzdialenému utocnikovi vykonat lubovolny kéd v cielovom systéme.

Posledna kritickd zranitelnost je CVE-2021-33742 a modZe viest k vykonaniu vzdialeného
kddu. Nachdadza sa v platforme Microsoft MSHTML. Chyba je aktivne zneuzivana a oznacena
za zero-day. Zneuzitie vyZaduje interakciu pouZivatela — Gto¢nik musi naldkat pouZivatela na
otvorenie Specidlneho suboru alebo na navstevu skodlivej webovej stranky.

Zranitelné systémy:

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 2004 for 32-bit Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2
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Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server, version 2004 (Server Core installation)
Windows Server, version 20H2 (Server Core Installation)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z nizie uvedenych
odkazov vloZzenim identifikatora zranitelhosti do vyhladdvania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-1675
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-31959
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-33742

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolocnost Microsoft opravila v mesiaci jun 1 kritickd a 16 zavainych zranitelnosti. Kriticka
zranitelnost CVE-2021-31963 sa vyskytuje v produkte SharePoint Server a jej zneuZitim moze
dojst k vzdialenému vykonaniu kodu.

Jedenast zo zavainych zranitelnosti (CVE-2021-26420, CVE-2021-31939, CVE-2021-31940,
CVE-2021-31941, CVE-2021-31942, CVE-2021-31943, CVE-2021-31945, CVE-2021-31946,
CVE-2021-31949, CVE-2021-31966 a CVE-2021-31983) umoznuje utocnikom vzdialené
vykonavanie kodu. Zneutzitie zranitelnosti CVE-2021-31948, CVE-2021-31950 a CVE-2021-
31964 v produktoch SharePoint moéze umoznit predstieranie cudzej identity. Zranitelnosti
CVE-2021-31944 a CVE-2021-31965 mozu viest k Uniku informacii.

Zranitelné systémy:

3D Viewer

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Excel 2013 RT Service Pack 1

Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 Service Pack 1 (64-bit editions)
Microsoft Excel 2016 (32-bit edition)



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-1675
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-31959
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-33742
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Microsoft Excel 2016 (64-bit edition)

Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for Mac

Microsoft Office Web Apps Server 2013 Service Pack 1
Microsoft Outlook 2013 RT Service Pack 1

Microsoft Outlook 2013 Service Pack 1 (32-bit editions)
Microsoft Outlook 2013 Service Pack 1 (64-bit editions)
Microsoft Outlook 2016 (32-bit edition)

Microsoft Outlook 2016 (64-bit edition)

Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2016

Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server 2019

Office Online Server

Paint 3D

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z nizsie uvedenych
odkazov vloZzenim identifikatora zranitelnhosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-31963

3. Internetové prehliadace

Microsoft Internet Explorer
Spolocnost Microsoft neopravila tento mesiac v prehliadaci Internet Explorer Ziadnu kriticku

ani zavaznu zranitelnost.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-31963
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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Microsoft Edge

Spolocnost Microsoft opravila tento mesiac v prehliada¢i Microsoft Edge 3 zavainé
zranitefnosti. Zranitefnosti CVE-2021-34475 a CVE-2021-33741 mozZu viest k eskalacii
privilégii a zneuZitim CVE-2021-34506 moze dojst k obideniu bezpecnostnych prvkov.

Zranitelné systémy:
Microsoft Edge (Chromium-based)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z nizie uvedenych
odkazov vloZzenim identifikatora zranitelnhosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Mozilla Firefox

V mesiaci jun nebola v prehliadaci Firefox a Firefox ESR opravena Ziadna kriticka
zranitelnost. V prehliadaci Firefox boli opravené 2 zdvazné zranitelnosti, pricom 1 z nich sa
vyskytuje aj v prehliadaci Firefox ESR.

Zavaina zranitelnost CVE-2021-29967 vyskytujica sa v oboch prehliadacoch méze viest
k poskodeniu paméte. S dostatocnym Usilim by mohol uUtoénik vykonat lubovolny kéd
v cielovom systéme.

Zranitelnost CVE-2021-29965 ovplyviiuje len Firefox pre Android. Skodlivda webova stranka,
ktora vytvéra dialdgové okno HTTP Authentication by mohla zmiast vstavaného spravcu
hesiel. Ten mdze navrhnut hesld pre aktualne aktivnu webovd stranku namiesto Skodlivej
stranky, ktora spustila dialégové okno.

Zranitel'né systémy:
Mozilla Firefox pre Android verzie starSej ako 89.0.1
Mozilla Firefox ESR verzie starsej ako 78.11.

Odporucania:
Odporucame aktualizaciu Firefox na verziu 89.0.1 a Firefox ESR na verziu 78.11.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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Zdroje:
https://www.mozilla.org/en-US/security/advisories/

https://www.mozilla.org/en-US/security/advisories/mfsa2021-23/

https://www.mozilla.org/en-US/security/advisories/mfsa2021-24/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-27/

Google Chrome

V mesiaci jun vydala spolo¢nost Google opravu pre 1 kriticki a 11 zavaznych zranitelnosti.
Kritickd zranitelnost CVE-2021-30544 sa nachadza v BFCache atyka sa pouZitia
odalokovaného miesta v pamati. Zavainé zranitelnosti sa vacdSinou tykaju poutZitia

odalokovaného miesta v pamati a zdpisu mimo povolenych hodndét. Zranitelnosti sa
nachadzaju v komponentoch WebAudio, WebGL, TabGroups a podobne.

Zranitel'né systémy:
Google Chrome verzie starsej ako 91.0.4472.123/.124 pre Windows
Google Chrome verzie starSej ako 91.0.4472.114 pre Mac a Linux.

Odporucania:
Odporucame aktualizaciu na verziu 91.0.4472.123/.124 pre Windows a na verziu
91.0.4472.114 pre Mac a Linux.

Zdroje:
https://chromereleases.googleblog.com/2021

https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop.html

https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-
desktop 14.html
https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-
desktop 17.html
https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-
desktop 24.html

4. Adobe Flash Player, Acrobat a Reader

V produkte Adobe Acrobat a Reader bolo v juni opravenych 5 kritickych zranitelnosti. Kritické
zranitelnosti CVE-2021-28554 a CVE-2021-28551 suvisia s ¢itanim mimo povolenych hodnét.
CVE-2021-28552, CVE-2021-28631 a CVE-2021-28632 suvisia s pouZitim odalokovaného
miesta v pamati. ZneuZitim su Utocnici schopni vzdialene vykonavat [ubovolny kéd.



https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-23/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-24/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-27/
https://chromereleases.googleblog.com/2021
https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop_14.html
https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop_14.html
https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop_17.html
https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop_17.html
https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop_24.html
https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop_24.html
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Adobe prestala vydavat zaplaty pre Flash Player 31. decembra 2020, teda nie je bezpecné ho
pouzivat.

Zranitelné systémy:
Acrobat DC

Acrobat Reader DC
Acrobat 2020
Acrobat Reader 2020
Acrobat 2017
Acrobat Reader 2017

Odporucania:

Odporucame aktualizaciu:

Acrobat DC na verziu 2021.005.20048

Acrobat Reader DC na verziu 2021.005.20048
Acrobat 2020 na verziu 2020.004.30005
Acrobat Reader 2020 na verziu 2020.004.30005
Acrobat 2017 na verziu 2017.011.30197
Acrobat Reader 2017 na verziu 2017.011.30197

Zdroje:
https://helpx.adobe.com/security.html

https://helpx.adobe.com/security/products/acrobat/apsb21-37.html

5. Frameworky

Microsoft .NET Framework

V mesiaci jun spoloc¢nost Microsoft opravila 1 zavazna zranitelnost vo frameworku .NET.
Zneuzitim CVE-2021-31957 moze dojst k naruseniu dostupnosti sluzby.

Zranitelné systémy:
.NET 5.0
.NET Core 3.1

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizicie pre konkrétny systém moino vyhladat na prvom z niisie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.



https://helpx.adobe.com/security.html
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Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Oracle Java

Velka sada oprdv je planovana na 20. jul 2021.

Zdroje:
https://www.oracle.com/security-alerts/



https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.oracle.com/security-alerts/

