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Mesacny prehlad kritickych zranitelnosti
september 2021

1. Operacné systémy Microsoft Windows

Spolocnost Microsoft opravila v mesiaci september 2 kritické a 32 zavaznych zranitelnosti.

Kriticka zranitelnost CVE-2021-26435 sa nachdadza v skriptovacom nastroji. Existuje z dévodu
hrani¢nej chyby a moze viest k vykonaniu lubovolného kédu na cielovom systéme. Vzdialeny
utoc¢nik vytvori Specidlny subor, naldka obet na otvorenie tohto suboru a nasledne méze
sposobit poskodenie pamite. Uspe$nym zneuzitim moze doéjst k uplnej kompromitacii
zranitelného systému.

Druha kritickd zranitefnost je CVE-2021-36965. Nachddza sa v sluzbe WLAN AutoConfig.
Existuje z dovodu nespravneho overenia vstupu. Vzdialeny utoénik v lokalnej sieti moze
odoslat Specidlne vytvorenu poziadavku a vykonat lubovolny kdd v cieflovom systéme.

Zranitelné systémy:

HEVC Video Extensions

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 2004 for 32-bit Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
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Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server, version 2004 (Server Core installation)
Windows Server, version 20H2 (Server Core Installation)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z nizsie uvedenych
odkazov vloZzenim identifikatora zranitelhosti do vyhladdvania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-26435
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-36965

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolo¢nost Microsoft opravila v mesiaci september 12 zavaznych zranitelnosti. Devat zo
zavaznych zranitelnosti (CVE-2021-38646 a CVE-2021-38653 az CVE-2021-38660) umoznuje
utoénikom vzdialené vykondvanie kédu. ZneuZitim zranitelnosti CVE-2021-38650,
CVE-2021-38651 a CVE-2021-38652 mobzZe utocnik ziskat schopnost predstierat cudziu
identitu.

Zranitel'né systémy:

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Excel 2013 RT Service Pack 1

Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 Service Pack 1 (64-bit editions)
Microsoft Excel 2016 (32-bit edition)

Microsoft Excel 2016 (64-bit edition)

Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for Mac

Microsoft Office Online Server

Microsoft Office Web Apps Server 2013 Service Pack 1



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-26435
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2021-36965
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Microsoft SharePoint Enterprise Server 2016
Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server 2019

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z niZdie uvedenych
odkazov vloZzenim identifikatora zranitelhosti do vyhladdvania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

3. Internetové prehliadace

Microsoft Internet Explorer
Spolocnost Microsoft neopravila tento mesiac v prehliadaci Internet Explorer Ziadnu kriticku

ani zavaznu zranitelnost.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Microsoft Edge
Spolocnost Microsoft opravila tento mesiac v prehliadadi Edge 5 zavaznych zranitelnosti.

ZneuZitim tychto zranitelnosti moze dojst k manipulacii, falSovaniu identity alebo eskalacii
privilégii.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Mozilla Firefox
V mesiaci september nebola v prehliadaci Firefox a Firefox ESR opravend Ziadna kriticka

zranitelnost. V prehliadaci Firefox boli opravené 4 zavaziné zranitelnosti, pricom 2 z nich sa
vyskytuju aj v prehliadaci Firefox ESR.

CVE-2021-38493 su chyby suvisiace s pamatou v prehliadadi Firefox 91 a Firefox ESR 78.14.
S dostatoénym Usilim by mohol utoénik vzdialene vykonat kod. Chyby s oznacenim
CVE-2021-38495 taktiez suvisia s pamatou. Niektoré z tychto chyb spdsobuji poskodenie
pamate a tiez by mohli byt zneuZité na vykonanie [ubovolného kédu.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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V prehliadaci Firefox pre Android sa vyskytuje zranitelnost CVE-2021-29993. Prehliadad
umoznioval navigaciu prostrednictvom protokolu intent://, ktory by mohol byt pouzity na
spOsobovanie zlyhani a podvrhnutie faloSného pouzivatelského rozhrania.

CVE-2021-38494 su chyby pamate v prehliadaci Firefox verzie 91. S dostato¢nym Usilim by
mohol Gtoc¢nik vzdialene vykonat kod.

Zranitelné systémy:
Mozilla Firefox pre Android verzie starSej ako 92
Mozilla Firefox ESR verzie starSej ako 91.1

Odporucania:
Odporucame aktualizaciu Firefox na verziu 92 a Firefox ESR na verziu 91.1.

Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-38/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-39/

https://www.mozilla.org/en-US/security/advisories/mfsa2021-40/

Google Chrome

V mesiaci september bola vydana oprava pre 15 zavainych zranitelnosti. Zranitelnosti sa
vacSinou tykaju pouZitia odalokovaného miesta v pamati, nespravnej implementdcie,
preteCenia medzipamate zasobnika a zapisu mimo povolenych hodnét. Zranitelhosti sa
nachadzaju v komponentoch ako Selection API, ANGLE, V8, Blink a dalSich.

Zranitel'né systémy:
Google Chrome verzie starSej ako 94.0.4606.61

Odporucania:
Odporucame aktualizaciu na verziu 94.0.4606.61

Zdroje:
https://chromereleases.googleblog.com/2021

https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-desktop.html

https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-
desktop 21.html



https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-38/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-39/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-40/
https://chromereleases.googleblog.com/2021
https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-desktop_21.html
https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-desktop_21.html
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https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-
desktop 24.html

4. Adobe Acrobat a Reader

V produkte Adobe Acrobat a Reader bolo v mesiaci september opravenych 13 kritickych a 9
zavaznych zranitelnosti.

Kritické zranitelnosti CVE-2021-39836, CVE-2021-39837, CVE-2021-39838, CVE-2021-39839,
CVE-2021-39840 a CVE-2021-39842 suvisia s pouzitim odalokovaného miesta v pamati. Ich
zneuZitim su Utocnici schopni vzdialene vykonavat [ubovolny kdd.

Zranitefnost CVE-2021-39852 sa tyka dereferencie nulového ukazovatela ajej zneuZitim
moze dojst k naruseniu dostupnosti sluzby.

CVE-2021-39845 a CVE-2021-39846 suvisia s preteCenim medzipamate zasobnika a
CVE-2021-39863 s preteCenim medzipamate haldy. ZneuZitim mozZe dojst k vykonaniu
[ubovolného kédu.

Daldie zranitelnosti CVE-2021-39843 a CVE-2021-39844 suvisia s ¢itanim alebo zapisom
mimo povolenych hodnét. Uspe$nym zneuZitim by mohlo déjst k uniku pamite.

Poslednd kritickd zranitelnost CVE-2021-39841 sa vyskytuje pri spracovdvani PDF suborov.
Uto¢nik mozZe naldkat obet na otvorenie 3pecidlne vytvoreného stuboru, néasledne vyvolat
chybu typovej zameny a vykonat [ubovolny kdd v cielovom systéme.

Zranitelné systémy:
Acrobat DC

Acrobat Reader DC
Acrobat 2020
Acrobat Reader 2020
Acrobat 2017
Acrobat Reader 2017

Odporucania:

Odporucame aktualizaciu:

Acrobat DC na verziu 2021.007.20091

Acrobat Reader DC na verziu 2021.007.20091
Acrobat 2020 na verziu 2020.004.30015
Acrobat Reader 2020 na verziu 2020.004.30015
Acrobat 2017 na verziu 2017.011.30202
Acrobat Reader 2017 na verziu 2017.011.30202



https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-desktop_24.html
https://chromereleases.googleblog.com/2021/09/stable-channel-update-for-desktop_24.html
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Zdroje:
https://helpx.adobe.com/security.html
https://helpx.adobe.com/security/products/acrobat/apsb21-55.html

5. Frameworky

Microsoft .NET Framework

V mesiaci september spoloc¢nost Microsoft neopravila Ziadnu kritickd ani zavainu
zranitelnost vo frameworku .NET.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Oracle Java
Velka sada oprdv je pldnovana na 19. oktéber 2021.

Zdroje:
https://www.oracle.com/security-alerts/



https://helpx.adobe.com/security.html
https://helpx.adobe.com/security/products/acrobat/apsb21-55.html
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.oracle.com/security-alerts/

