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1. Operacné systémy Microsoft Windows

Spolocnost Microsoft opravila v mesiaci februar 26 zavainych zranitelnosti suvisiacich
s operacnym systémom Windows. Jedenast zo zavaznych zranitelnosti méze viest k eskalacii
privilégii. Daldich 9 zranitelnosti stvisi so vzdialenym vykonanim kédu. ZneuZitim inych 3
zranitefnosti moze dojst k uniku citlivych informacii. Posledné 3 zdvainé zranitelnosti mozu
sposobit narusenie dostupnosti sluzby.

Zranitelné systémy:

HEVC Video Extensions

VP9 Video Extensions

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 11 for ARM64-based Systems

Windows 11 for x64-based Systems

Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016
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Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)
Windows Server 2022 Azure Edition Core Hotpatch
Windows Server, version 20H2 (Server Core Installation)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z niZdie uvedenych
odkazov vloZzenim identifikatora zranitelhosti do vyhladdvania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolo¢nost Microsoft opravila v mesiaci februar 11 zavainych zranitelnosti. Styri zo
zavaznych  zranitefnosti  (CVE-2022-21988, CVE-2022-22003, CVE-2022-22004 a
CVE-2022-22005) umoziuju utocnikom vzdialené vykondvanie kodu. Zranitelnosti
CVE-2022-22716 a CVE-2022-23252 mozu viest k odhaleniu citlivych informacii. ZneuZitim
zranitelnosti CVE-2022-21965 mobze dojst k narusSeniu dostupnosti sluzby. Zranitelnost
CVE-2022-21987 mozZe viest kumoZneniu predstierat cudziu identitu. Posledné tri
zranitelnosti (CVE-2022-21968, CVE-2022-23255 a CVE-2022-23280) mozu viest k obideniu
bezpeénostnych prvkov.

Zranitelné systémy:

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Excel 2013 RT Service Pack 1

Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 Service Pack 1 (64-bit editions)
Microsoft Excel 2016 (32-bit edition)

Microsoft Excel 2016 (64-bit edition)

Microsoft Office 2013 Click-to-Run (C2R) for 32-bit editions
Microsoft Office 2013 Click-to-Run (C2R) for 64-bit editions
Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 Service Pack 1 (64-bit editions)



https://portal.msrc.microsoft.com/en-us/security-guidance
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Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for Mac

Microsoft Office LTSC 2021 for 32-bit editions
Microsoft Office LTSC 2021 for 64-bit editions
Microsoft Office LTSC for Mac 2021

Microsoft Office Online Server

Microsoft Office Web Apps Server 2013 Service Pack 1
Microsoft Outlook 2016 for Mac

Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2016
Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server 2019

Microsoft SharePoint Server Subscription Edition
Microsoft Teams Admin Center

Microsoft Teams for Android

Microsoft Teams for iOS

OneDrive for Android

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizicie pre konkrétny systém moZno vyhladat na prvom z nizie uvedenych
odkazov vloZzenim identifikatora zranitelnhosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

3. Internetové prehliadace

Microsoft Internet Explorer
Spolo¢nost Microsoft neopravila tento mesiac v prehliadaci Internet Explorer Ziadnu kriticku

ani zavaznu zranitelnost.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Microsoft Edge



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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Spolo¢nost Microsoft opravila tento mesiac v prehliada¢i Edge 2 zavainé zranitelnosti
(CVE-2022-23262 a CVE-2022-23263), ktoré mozu viest k eskalacii privilégii.

Zranitelné systémy:
Microsoft Edge (Chromium-based)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z niZdie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Mozilla Firefox

V mesiaci februar nebola v prehliadaci Firefox a Firefox ESR opravend Ziadna kriticka
zranitelnost. V prehliadaci Firefox boli opravené 4 zdavainé zranitelnosti, z coho 3 sa
vyskytuju aj v prehliadaci Firefox ESR.

CVE-2022-22753 ovplyviiuje prehliada¢ pre Windows a suvisi s eskaldciou privilégii na
opravnenia ,System“ cez sluzbu Maintenance (Updater).

CVE-2022-22754 sa tyka rozsireni. Ak pouzivatel nainstaloval rozsirenie konkrétneho typu,
rozSirenie sa mohlo samo automaticky aktualizovat a pocas toho obist vyzvu, ktord novej
verzii udelila nové pozadované povolenia.

CVE-2021-22764 vyskytujuca sa v prehliadacoch Firefox 97 a v Firefox ESR 91.6 je séria chyb
zabezpeclenia v pamati, z ktorych niektoré maju potencial zneuZitia pre vykondvanie
[ubovolného kddu. CVE-2022-0511 su tiez chyby pamate, ale vyskytujuce sa len v prehliadaci
Firefox 97.

Zranitelné systémy:
Mozilla Firefox verzie starSej ako 97
Mozilla Firefox ESR verzie starSej ako 91.6

Odporucania:
Odporucame aktualizaciu Firefox na verziu 97 a Firefox ESR na verziu 91.6.


https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-04/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-05/

Google Chrome

V mesiaci februar bola vydana oprava pre 15 zdvaznych zranitelnosti.

Zavainé zranitelnosti sa vadSinou tykaju preteéenia medzipamate haldy, pretecenia
celoCiselnej premennej, nespravnej implementacie a pouZitia odalokovaného miesta v
pamati. Zranitelnosti sa nachadzaju v komponentoch ako Safe Browsing, ANGLE, V8, GPU,
Mojo a dalsich.

Zranitelné systémy:
Google Chrome pre Windows a Linux verzie starSej ako 98.0.4758.102
Google Chrome pre Mac verzie starSej ako 98.0.4758.109

Odporucania:
Odporucame aktualizaciu prehliadaca Chrome pre Windows a Linux na verziu 98.0.4758.102
a pre Mac na verziu 98.0.4758.109.

Zdroje:

https://chromereleases.googleblog.com/2022
https://chromereleases.googleblog.com/2022/02/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2022/02/stable-channel-update-for-

desktop 14.html
https://chromereleases.googleblog.com/2022/02/stable-channel-update-for-

desktop 22.html

4. Adobe Acrobat a Reader

V produkte Adobe Acrobat a Reader neboli v mesiaci februar opravené Ziadne kritické ani
zavazné zranitelnosti.

Zdroje:
https://helpx.adobe.com/security.html



https://www.mozilla.org/en-US/security/advisories/
https://chromereleases.googleblog.com/2022
https://chromereleases.googleblog.com/2022/02/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2022/02/stable-channel-update-for-desktop_14.html
https://chromereleases.googleblog.com/2022/02/stable-channel-update-for-desktop_14.html
https://chromereleases.googleblog.com/2022/02/stable-channel-update-for-desktop_22.html
https://chromereleases.googleblog.com/2022/02/stable-channel-update-for-desktop_22.html
https://helpx.adobe.com/security.html
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5. Frameworky

Microsoft .NET Framework

V mesiaci februar spolo¢nost Microsoft opravila 1 zavaznu zranitelnost vo frameworku .NET.
Zneuzitim zranitelnosti CVE-2022-21986 mo6zZe dojst k naruseniu dostupnosti sluzby.

Zranitelné systémy:
.NET 5.0
.NET 6.0

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z niZie uvedenych
odkazov vloZzenim identifikatora zranitelnhosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Oracle Java
Velkd sada oprav je pldnovana na 19. april 2022.

Zdroje:
https://www.oracle.com/security-alerts/

6. Iné zavazné zranitelnosti

Kriticka zranitelnost Samba umoZiiuje vzdialene vykonavat kéd

Populdrna implementacia protokolu SMB obsahuje kritickd zranitelnost, ktora umoziuje dtoénikom s
pravami zapisu do stborov vykonavat na dialku lubovolny kéd. Spolo¢nost Samba zarover opravila
druhd zavaina zranitelnost, ktord moze viest ku nedostupnosti sluzby, alebo umoznit Gtocnikom
impersonovat existujlce sluzby. Viac informdcii na stranke.

Spoloénost SAP vydala februdrové zaplaty — opravuje 19 zranitelnosti

Spolo¢nost SAP opravila 19 zranitelnosti, pricom CVSS skére sa pohybuje od 3,7 po 10. Tri kritické
zranitelnosti stvisia s kniznicou Apache Log4j v2. Dalsie tri zranitelnosti nazyvané ICMAD objavila



https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.oracle.com/security-alerts/
https://www.csirt.gov.sk/posts/2730.html?csrt=3940349219607111320
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spolo¢nost Onapsis a ovplyviiuju podnikové aplikacie SAP pouZivajice ICM (Internet Communication
Manager). Viac informacii na stranke.

Zavazné zranitelnosti VMWare produktov

Spoloénost VMWare opravila 4 zranitelnosti tykajice sa produktov ESXi, Workstation a Fusion, ktoré
zneuzivaju najma USB radice a sluzbu settingsd. Zranitelnosti su vysokej zdvaznosti a ich CVSS skére
sa pohybuje od 8,2 do 8,4. Viac informacii na stranke.



https://www.csirt.gov.sk/posts/2749.html?csrt=3940349219607111320
https://www.csirt.gov.sk/posts/2766.html?csrt=3940349219607111320

