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Mesacny prehlad kritickych zranitel'nosti
april 2022

1. Operacné systémy Microsoft Windows

Spolocnost Microsoft opravila v mesiaci april 9 kritickych a 92 zavainych zranitelnosti
suvisiacich s operaénym systémom Windows.

Kritické zranitelnosti CVE-2022-24541, CVE-2022-26809, CVE-2022-26919, CVE-2022-24537,
CVE-2022-24491, CVE-2022-24500, CVE-2022-23259, CVE-2022-23257, CVE-2022-22008,
CVE-2022-24497 umoznuju vzdialené vykonanie kddu a vyskytuju sa v systémoch Windows
Server Services, Hyper-V, Network File System a v protokoloch LDAP a SMB.

Zranitelné systémy:

Windows Server Services

Windows Hyper-V

Windows Network File System

Protocol LDAP

Protocol SMB

Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 11 for ARM64-based Systems

Windows 11 for x64-based Systems

Windows Server, version 20H2 (Server Core Installation)
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for x64-based Systems
Windows Server 2022 (Server Core installation)
Windows Server 2022

Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows Server 2019 (Server Core installation)
Windows Server 2019

Windows 10 Version 1809 for ARM64-based Systems
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Windows RT 8.1

Windows 8.1 for x64-based systems

Windows 8.1 for 32-bit systems

Windows Server 2016 (Server Core installation)
Windows Server 2012 R2 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 (Server Core installation)
Windows Server 2012

Windows Server 2016

Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
Windows 10 for x64-based Systems

Windows 10 for 32-bit Systems

Windows Upgrade Assistant

HEVC Video Extensions

HEVC Video Extension

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov
vloZzenim identifikdtora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-24541

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-26809

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-26919

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-24537

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-24491

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-24500

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-23257

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-22008

https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-24497



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-24541
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-26809
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-26919
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-24537
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-24491
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-24500
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-23257
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-22008
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2022-24497
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2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolocnost Microsoft opravila v mesiaci april 6 zavaznych zranitelnosti. Tri zo zavaznych
zranitelnosti (CVE-2022-26903, CVE-2022-26901, CVE-2022-24473) umoznuju utocnikom
vzdialené vykondvanie kodu. Zneuzitie zranitelnosti CVE-2022-26911 moze viest ku odhaleniu
informdcii. Dve zo zavainych zranitelnosti (CVE-2022-26910, CVE-2022-24472) umoZiuju
utocnikom falSovanie a zneuzitie legitimnej identity.

Zranitelné systémy:

Microsoft Lync Server 2013 CU10

Skype for Business Server 2019 CU6

Skype for Business Server 2015 CU12

Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server 2016

Microsoft SharePoint Server Subscription Edition
Microsoft SharePoint Server 2019

Microsoft SharePoint Enterprise Server 2016
Microsoft PowerPoint Mobile

Microsoft Excel Mobile

Microsoft Word Mobile

Microsoft PowerPoint for Android

Microsoft Excel for Android

Microsoft Office Web Apps Server 2013 Service Pack 1
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 RT Service Pack 1

Microsoft Excel 2013 Service Pack 1 (64-bit editions)
Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 RT Service Pack 1

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2016 (32-bit edition)

Microsoft Excel 2016 (64-bit edition)

Microsoft Excel 2016 (32-bit edition)

Microsoft Office LTSC 2021 for 32-bit editions
Microsoft Office LTSC 2021 for 64-bit editions
Microsoft Office LTSC for Mac 2021

Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft Office Online Server

Microsoft Office 2019 for Mac




MINISTERSTVO
INVESTICII, REGIONALNEHO ROZVOJA
A INFORMATIZACIE

SLOVENSKE) REPUBLIKY Mesacny prehlad kritickych zranitelnosti

C) CSIRT.SK

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

3. Internetové prehliadace

Microsoft Edge

Spolo¢nost Microsoft opravila tento mesiac v prehliadaci Edge 7 zavaZznych zranitelnosti.

Zneuzitie tychto zranitelnosti (CVE-2022-29144, CVE-2022-26908, CVE-2022-26900, CVE-
2022-26895, CVE-2022-26894, CVE-2022-26891, CVE-2022-24475) mozZe viest ku eskaldcii
privilégii utoénikom, ¢o by mohlo mat za nasledok unik informacii.

Zranitelné systémy:
Microsoft Edge (Chromium-based)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov
vloZenim identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Mozilla Firefox

V mesiaci april boli v prehliadaci Mozilla Firefox opravené 3 zdvainé zranitelnosti.

CVE-2022-1097 - objekty NSSToken boli odkazované cez priame body a mohlo sa k nim
pristupovat nezabezpecenymi spdsobmi. To by mohlo viest k pouZzitiu odalokovaného miesta
v pamati.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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CVE-2022-28281 - Ak by kompromitovany proces odoslal neocakavany pocet WebAuthN
rozsireni v prikaze Register nadradenému procesu, dosSlo by ku zapisu mimo povolenych
hodn6t, ¢o by viedlo ku poSkodeniu pamate a potencidlne zneuzitelnému zlyhaniu.
CVE-2022-28289 - Vyvojari Mozilla nahlasili chyby bezpecnosti pamate pritomné vo Firefox 98
a Firefox ESR 91.7. Niektoré z nich by mohli byt pri dostatocnom usili zneuZité na vykonanie
lubovolného kddu.

Zranitelné systémy:
Mozilla Firefox verzie starSej ako 98
Mozilla Firefox ESR verzie starSej ako 91.7

Odporucania:
Odporucame aktualizaciu Firefox na verziu 98 a Firefox ESR na verziu 91.7.

Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-14/#CVE-2022-1097
https://www.mozilla.org/en-US/security/advisories/mfsa2022-14/#CVE-2022-28281
https://www.mozilla.org/en-US/security/advisories/mfsa2022-14/#CVE-2022-28289

Google Chrome

V mesiaci april bola vydana oprava na 14 zavaZznych zranitelnosti.

Devat zavainych zranitefnosti umoznuje pouZitie odalokovaného miesta v pamati. Ich
zneuzitie by mohlo viest k vykonaniu lubovolného kédu.

CVE-2022-1364 - Zranitelnost suvisi s nespravnou optimalizaciou JIT kompilacie

CVE-2022-1482 - nevhodna implementacia v softvérovej kniznici WebGL

CVE-2022-1483 - Pretecenie vyrovnavacej pamate haldy vo WebGPU

CVE-2022-1096 - Vedlajsi ucinok v zachytavaci CSSStyleDeclaration vedie k poskodeniu
objektu JS

CVE-2022-1364 - Nekompletnd oprava pre CVE-2022-1096. Neoverenie typu premennej vo V8.



https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-14/#CVE-2022-1097
https://www.mozilla.org/en-US/security/advisories/mfsa2022-14/#CVE-2022-28281
https://www.mozilla.org/en-US/security/advisories/mfsa2022-14/#CVE-2022-28289
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Zranitelné systémy:
Google Chrome pre Windows, Mac a Linux verzie starSej ako 96.0.4664.207 s dlhodobou
podporou a 100.0.4896.143 s rozSirenym stabilnym kanalom.

Odporucania:
Odporucame aktualizaciu prehliadaca Chrome pre Windows, Mac a Linux na aktualnu verziu.

Zdroje:
Chrome Releases: 2022 (googleblog.com)
Chrome Releases: April 2022 (googleblog.com)

4. Acrobat a Reader

V produkte Adobe Acrobat a Reader bolo v mesiaci april opravenych 35 kritickych a 24
zavaznych zranitelnosti.

22 kritickych zranitelnosti (CVE-2022-24103, CVE-2022-24104, CVE-2022-27785, CVE-2022-
24102, CVE-2022-27786, CVE-2022-27789, CVE-2022-27790, CVE-2022-27795, CVE-2022-
27796, CVE-2022-27797, CVE-2022-27799, CVE-2022-27800, CVE-2022-27801, CVE-2022-
27802, CVE-2022-28230, CVE-2022-28232, CVE-2022-28233, CVE-2022-28235, CVE-2022-
28237, CVE-2022-28238, CVE-2022-28240, CVE-2022-28242) umozinuje pouzitie
odalokovaného miesta na pamati. Ich zneuZitie by mohlo viest ku vykonaniu [ubovolného
kodu.

10 kritickych zranitefnosti (CVE-2022-27787, CVE-2022-27788, CVE-2022-27792, CVE-2022-
27793, CVE-2022-27798, CVE-2022-28231, CVE-2022-28236, CVE-2022-28239, CVE-2022-
28241, CVE-2022-28243) umoziiuje zapis mimo povolenych hodnét ¢o by mohlo mat za
nasledok vykonanie lubovolného kédu.

Zneutitie kritickych zranitefnosti (CVE-2022-24102, CVE-2022-27788) umoziuje vykonanie
[ubovolného kddu.

ZneuZitie zavaznej zranitelnosti CVE-2022-27788 mbze mat za nasledok Unik pamate.

Zranitelné systémy:
Acrobat DC 22.001.20085 and earlier versions



https://chromereleases.googleblog.com/2022
https://chromereleases.googleblog.com/2022/04
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Acrobat Reader DC 22.001.20085 and earlier versions

Acrobat 2020 20.005.30314 and earlier versions (Windows) 20.005.30311 and earlier
versions (macQS)

Acrobat Reader 2020 20.005.30314 and earlier versions (Windows) 20.005.30311 and
earlier versions (macQS)

Acrobat 2017 17.012.30205 and earlier versions

Acrobat Reader 2017 17.012.30205 and earlier versions
Zdroje:

https://helpx.adobe.com/security.html
Adobe Security Bulletin

5. Frameworky

Microsoft .NET Framework

V mesiaci april bola opravend 1 zavazna zranitelnost.

ZneuZitie zranitelnosti CVE-2022-26832 mdze vyvolat nedostupnost sluzieb.

Zranitelné systémy:

Microsoft .NET Framework 3.5 a 4.7.2

Microsoft .NET Framework 3.5 a 4.8

Microsoft .NET Framework 4.8

Microsoft .NET Framework 4.5.2

Microsoft .NET Framework 3.5.1

Microsoft .NET Framework 3.5

Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2
Microsoft .NET Framework 2.0 Service Pack 2

Microsoft .NET Framework 3.0 Service Pack 2

Microsoft .NET Framework 4.6

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizie uvedenych odkazov
vloZenim identifikdtora zranitelnosti do vyhladavania.



https://helpx.adobe.com/security.html
https://helpx.adobe.com/sk/security/products/acrobat/apsb22-16.html
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Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com//update-guide/vulnerability/CVE-2022-26832

Oracle Java

Spolocnost Oracle opravila v mesiaci april 3 zavazné zranitelnosti.

ZneuZitie zranitelnosti CVE-2022-0778 mbze spbsobit nedostupnost sluZieb.
Zneuzitie zranitelnosti CVE-2022-21449, CVE-2022-21476 umoznuje neautorizovanému
a neautentifikovanému utocnikovi ziskat pristup ku citlivym datam.

Zranitelné systémy:

Oracle GraalVM Enterprise Edition: 20.3.5, 21.3.1, 22.0.0.2

Oracle Java SE: 17.0.2, 18; Oracle GraalVM Enterprise Edition: 21.3.1, 22.0.0.2

Oracle Java SE: 7u331, 8u321, 11.0.14, 17.0.2, 18; Oracle GraalVM Enterprise Edition: 20.3.5,
21.3.1,22.0.0.2

Odporucania:

Odporucame aktualizovat zranitelné verzie Java SE a Java SE Embedded na aktudlne verzie,
prostrednictvom Java Auto Update alebo na stranke spolo¢nosti Oracle, vid prvy odkaz v
zdrojoch.

Zdroje:
Oracle Critical Patch Update Advisory - April 2022
Text Form of Oracle Critical Patch Update - April 2022 Risk Matrices

6. Iné zavazné zranitelnosti

Masivna phishingovd kampan zneuZiva ukradnutu e-mailovud komunikdciu

Aktudlna phishingova kampan Siri malvér v odpovedi na legitimnu komunikaciu. Tymto
spbsobom sa snazi zmiast obet a presved(it ju, Ze otvara dokument od déveryhodnej osoby.
Apelujeme na zvySenu obozretnost pri prijimani e-mailovych sprav s prilozenymi sibormi, ¢i
webovymi odkazmi v tele. Viac informdcii na stranke.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.oracle.com/security-alerts/cpuapr2022.html
https://www.oracle.com/security-alerts/cpuapr2022verbose.html#JAVA
https://www.csirt.gov.sk/posts/2816.html?csrt=4449956353761555876
https://www.csirt.gov.sk/posts/2816.html?csrt=4449956353761555876
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Spring4Shell — kritickd zranitelnost open source Java frameworku Spring

Spring Framework obsahuje lahko zneuzZitelnd kriticki zranitelnost, ktora umoznuje
neautentifikovanému utocnikovi vzdialene vykonavat koéd. Spolo¢nost VMware, ktora
framework vyvija, odporuca ¢o najskor aktualizovat zranitelné aplikacie, alebo ak to nie je
mozné, vyuzit doCasné moznosti zabranenia zneuZitiu zranitelnosti. Postup zneuZitia je
verejne dostupny. Viac informdcii na stranke.

Zranitelnost sluZzby Gitlab

Dna 31.3.2022 spolocnost Gitlab objavila kritickd zranitelnost v ich sluzbe, ktord ma CvVSSv3
skére 9.1. Zranitelnost spociva v ukladani prednastaveného hesla v zdrojovom kdde. Viac
informdcii na stranke.

SonicWall - kriticka zranitelnost v SonicOS

Spolocnost SonicWall vydala bezpecnostné aktualizacie pre viacero firewallov, ktoré by mohli
byt zneuZité neautentifikovanymi utoc¢nikmi pre vzdialené vykonavanie kddu. Zranitelnost je
kritickej zavaZnosti s CVSSv3 skére 9.4. Viac informacii na stranke.

Zdvaznd zranitelnost OpenSSL umoZriuje DoS

V kniznici OpenSSL sa nachadza zranitelnost, pomocou ktorej méze Gtocnik zahltit systém tak,
Ze vytvori nekonecnu slucku v napadnutej sluzbe. Jedna sa o zranitelnost vysokej zavaznosti s
CVSSv3 skore 7.5. Viac informacii na stranke.

Zero-day zranitelnost sluzby Nginx

V sluzbe Nginx bola objavena zero-day zranitelnost, ktora sa nachadza v module LDAP-auth.
Utoénik méZe po jej zneuZiti vykonavat kéd na dialku. Spoloénost Nginx, ktora sluzbu vyvija,
oznamila, Ze sluzby Nginx Open Source a Nginx Plus nie su zranitelné. Zranitelna je iba verzia,
ktora pouZiva implementaciu Nginx reference. Zranitelnost je aktivne zneuZivana. Viac

informdcii na stranke.



https://www.csirt.gov.sk/posts/2832.html?csrt=4449956353761555876
https://www.csirt.gov.sk/posts/2844.html?csrt=4449956353761555876
https://www.csirt.gov.sk/posts/2854.html?csrt=4449956353761555876
https://www.csirt.gov.sk/posts/2861.html?csrt=4449956353761555876
https://github.com/nginxinc/nginx-ldap-auth
https://github.com/nginxinc/nginx-ldap-auth
https://www.csirt.gov.sk/posts/2863.html?csrt=4449956353761555876

