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1. Operacné systémy Microsoft Windows

Spolocnost Microsoft opravila v mesiaci maj 6 kritickych a 58 vysoko zavaznych zranitelnosti
suvisiacich s operacnym systémom Windows.

Opravené boli kritické zranitefnosti CVE-2022-21972 a CVE-2022-23270 v protokole point-to-
point (PPP), umozZiujuce vzdialené vykonavanie kédu.

Daldou odstranenou v majovom baliku oprav bola zranitelnost CVE-2022-22017 v ndstroji
Remote Desktop Client. TieZ umozriovala vzdialené vykondvanie kodu.

Poslednou opravenou kritickou zranitelnostou umoznujicou vzdialené vykondavanie kédu
bola CVE-2022-26937. Nachddza sa v protokole Windows Network File System (NFS).

Kritické zranitelnosti CVE-2022-26923 v Active Directory Domain Services a CVE-2022-26931
v autentifikacnom protokole Kerberos umozniovali eskaldciu privilégii.

Zranitelné systémy:

Windows Server 2012 R2 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 (Server Core installation)
Windows Server 2012

Windows RT 8.1

Windows 8.1 for x64-based systems

Windows 8.1 for 32-bit systems

Windows Server 2016 (Server Core installation)
Windows Server 2016

Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
Windows 10 for x64-based Systems

Windows 10 for 32-bit Systems

Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 11 for ARM64-based Systems

Windows 11 for x64-based Systems

Windows Server, version 20H2 (Server Core Installation)
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for x64-based Systems
Windows Server 2022 Azure Edition Core Hotpatch
Windows Server 2022 (Server Core installation)
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Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for x64-based Systems
Windows Server 2019 (Server Core installation)
Windows Server 2019

Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Remote Desktop client for Windows Desktop

Odporucania:

) CSIRT.SK

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.

Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z nizsie uvedenych

odkazov vloZzenim identifikatora zranitelhosti do vyhladdvania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21972

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22017

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23270

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26923

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26931

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26937

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolo¢nost Microsoft opravila v mesiaci maj 4 zdvazné zranitelnosti. Zranitelnost CVE-2022-

29107 umozfiuje obchadzat bezpeénostné prvky. DalSie tri zranitelnosti umoziuju vzdialené
vykonavanie koédu. CVE-2022-29108 sa nachadza v produkte Microsoft SharePoint Server,

CVE-2022-29109 a CVE-2022-29110 v Microsoft Excel.

Zranitelné systémy:

Microsoft Office Web Apps Server 2013 Service Pack 1
Microsoft Excel 2013 Service Pack 1 (64-bit editions)
Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 RT Service Pack 1

Microsoft Word 2013 Service Pack 1 (64-bit editions)
Microsoft Word 2013 Service Pack 1 (32-bit editions)
Microsoft Word 2013 RT Service Pack 1



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22017
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23270
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26923
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26931
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26937
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Microsoft Publisher 2013 Service Pack 1 (64-bit editions)
Microsoft Publisher 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2016 (64-bit edition)

Microsoft Excel 2016 (32-bit edition)

Microsoft Office LTSC 2021 for 32-bit editions

Microsoft Office LTSC 2021 for 64-bit editions

Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft Office Online Server

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for 32-bit editions

Microsoft Publisher 2016 (64-bit edition)

Microsoft Publisher 2016 (32-bit edition)

Microsoft Word 2016 (64-bit edition)

Microsoft Word 2016 (32-bit edition)

Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server Subscription Edition
Microsoft SharePoint Server 2019

Microsoft SharePoint Enterprise Server 2016

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém moZno vyhladat na prvom z niZie uvedenych
odkazov vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29107
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29108
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29109
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29110

3. Internetové prehliadace

Microsoft Internet Explorer
Spolo¢nost Microsoft neopravila tento mesiac v prehliadaci Internet Explorer Ziadnu kritickd

ani zavaZnu zranitelnost.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29107
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29108
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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Microsoft Edge

Spolo¢nost Microsoft neopravila tento mesiac v prehliadaci Edge Ziadnu kritickd ani zavaznu
zranitelnost.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Mozilla Firefox

V mesiaci maj boli v prehliadaci Firefox a Firefox ESR opravené 2 kritické a 14 zdvainych
zranitelnosti.

Kritickd zranitelnost CVE-2022-1802 umoziuje manipuldciu s JavaScript prototypmi
vimplementacii top level await. Ak Utoénik dokaze manipulovat s metédami JavaScript
objektu Array, dokaZe ziskat moznost vykonavat vlastny kod JavaScript s vySSimi
oprdvneniami.

Druhd opravena kriticka zranitelnost s oznaéenim CVE-2022-1529 umoziiuje manipuldciu s
JavaScript prototypmi tym, Ze pri indexacii JavaScript objektov sa mbzie pouizit
neddveryhodny vstup. Utoénik tak moéZe ziskat schopnost vykonavat JavaScript kéd
v rodi¢ovskom procese.

Zavaina zranitelnost CVE-2022-29909 umozriuje obist vyzvu pre potvrdenie povolenia vo
vnorenom kontexte prehliadania. CVE-2022-29911 umozZnuje obchadzat sandboxovanie
objektov iframe. CVE-2022-29914 umoizriuje obchadzat notifikacie v reZime celej obrazovky.
CVE-2022-29916 moze viest k Uniku informdcii o histdrii prehliadania zneuZitim premennych
CSS. CVE-2022-29917 a CVE-2022-29918 zdruzuju nespecifikované bezpecnostné chyby
pamate, ktoré by mohli viest k vykonavaniu kddu.

Zavazna zranitelnost CVE-2022-31736 méze viest k Uniku informacii o dizke Cross-origin
resource. CVE-2022-31737 suvisi s preteCenim medzipamate haldy vo WebGL. CVE-2022-
31738 dovoluje falsovat okna prehliadaca vreZzime celej obrazovky. CVE-2022-31739
umozfiuje utocnikovi ovplyvriovat cestu ukladania stahovanych siborov v OS Windows. CVE-
2022-31740 spbsobuje problém pri alokacii registrov pre kéd WASM na procesoroch armé64.
CVE-2022-31741 suvisi s neinicializovanou premennou, ¢o modze viest k Citaniu neplatnej
Casti pamate ak poskodeniu pamate. CVE-2022-31747 a CVE-2022-31748 zdruZuju
nespecifikované bezpecnostné chyby pamate, ktoré by mohli viest k vykonavaniu kédu.

Zranitelné systémy:
Mozilla Firefox verzie starSej ako 101
Mozilla Firefox ESR verzie starsej ako 91.10



https://portal.msrc.microsoft.com/en-us/security-guidance
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Odporucania:
Odporucame aktualizaciu Firefox na verziu 101 a Firefox ESR na verziu 91.10.

Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-16/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-19/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-20/

Google Chrome
V mesiaci maj bola vydana oprava 1 kritickej a 21 zavainych zranitelnosti. Kriticka

zranitelnost CVE-2022-1853 suvisi s moznostou pouZitia odalokovaného miesta v pamaiti
v databdze IndexedDB.

Zavainé zranitelnosti sa vacSinou tykaju pretecenia medzipamate haldy, citania mimo
povolenych hodndt, nespravnej implementacie a pouzitia odalokovaného miesta v pamati.
Zranitelnosti sa nachadzaju v komponentoch Windows Manager, Performance Manager,
Performance APIs, Permission Prompts, Messaging, DevTools, Ul Foundations, Sharing,
ANGLE, V8 a dalsich.

Zranitelné systémy:
Google Chrome pre Windows, Mac a Linux verzie starSej ako 102.0.5005.61.

Odporucania:
Odporucame aktualizaciu prehliada¢a Chrome pre Windows, Mac a Linux na verziu
102.0.5005.61.

Zdroje:

https://chromereleases.googleblog.com/2022
https://chromereleases.googleblog.com/2022/05/stable-channel-update-for-chromeos.html
https://chromereleases.googleblog.com/2022/05/stable-channel-update-for-

desktop 10.html
https://chromereleases.googleblog.com/2022/05/long-term-support-channel-update.html
https://chromereleases.googleblog.com/2022/05/stable-channel-update-for-

desktop 24.html
https://chromereleases.googleblog.com/2022/05/long-term-support-channel-update-
for.html

4. Adobe Acrobat a Reader
V produkte Adobe Acrobat a Reader neboli v mesiaci maj opravené Ziadne kritické ani

zavainé zranitelnosti.



https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-16/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-19/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-20/
https://chromereleases.googleblog.com/2022
https://chromereleases.googleblog.com/2022/05/stable-channel-update-for-chromeos.html
https://chromereleases.googleblog.com/2022/05/stable-channel-update-for-desktop_10.html
https://chromereleases.googleblog.com/2022/05/stable-channel-update-for-desktop_10.html
https://chromereleases.googleblog.com/2022/05/long-term-support-channel-update.html
https://chromereleases.googleblog.com/2022/05/stable-channel-update-for-desktop_24.html
https://chromereleases.googleblog.com/2022/05/stable-channel-update-for-desktop_24.html
https://chromereleases.googleblog.com/2022/05/long-term-support-channel-update-for.html
https://chromereleases.googleblog.com/2022/05/long-term-support-channel-update-for.html
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Zdroje:
https://helpx.adobe.com/security.html

5. Frameworky

Microsoft .NET Framework

V mesiaci maj spolo¢nost Microsoft opravila 3 zavainé zranitelnosti vo frameworku .NET.
Vsetky tri zranitelnosti s ¢islami CVE-2022-23267, CVE-2022-29117 a CVE-2022-29145 mo6Zu
viest k vyvolaniu nedostupnosti sluzby.

Zranitelné systémy:

.NET 5.0
.NET 6.0
.NET Core 3.1

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizicie pre konkrétny systém moZno vyhladat na prvom z niZie uvedenych
odkazov vloZzenim identifikatora zranitelhosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23267

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29117
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29145

Oracle Java
Velkd sada oprav je planovana na 19. jula 2022.

Zdroje:
https://www.oracle.com/technetwork/topics/security/alerts-086861.html



https://helpx.adobe.com/security.html
https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23267
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29117
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29145
https://www.oracle.com/technetwork/topics/security/alerts-086861.html
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6. Iné zavazné zranitelnosti

Aktivne zneuZivand kritickd zranitelnost F5 BIG-IP

Zariadenia BIG-IP obsahuju kritickli zranitelnost, ktord umoZnuje neautentifikovanym
utocnikom prevziat kontrolu nad zranitelnym systémom, vytvarat a mazat subory a
kontrolovat sluzby. Pre zranitelnost existuje verejne dostupny kéd pre jej zneuZitie a Utocnici
ju aktivne zneuzivaju. Viac informacii na stranke.

Follina: zero-day, zero-click zranitelnost Microsoft Office

Bezpecnostni vyskumnici objavili vzorky Skodlivych suborov Microsoft Office, ktoré zneuzivali
zero-day zranitelnost umoznujicu vykonavanie fubovolného kdédu. ZneuZitie zranitelnosti
nevyzaduje povolené makra a v pripade RTF suborov postaci automatické zobrazenie
nahladu vo Windows Explorer. Aktudlne nebola vydana opravnd aktualizdcia a pre to
odporucame urgentne nasadit mitigaciu. Viac informacii na stranke.



https://www.csirt.gov.sk/posts/2882.html?csrt=17251278498808998258
https://www.csirt.gov.sk/posts/2893.html?csrt=17251278498808998258

