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1. Operacné systémy Microsoft Windows

Spolocnost Microsoft opravila v mesiaci jul 4 kritické zranitelnosti a 80 vysoko zavaznych
zranitelnosti suvisiacich s opera¢nym systémom Windows.

Opravené kritické zranitelnosti umoZziuju vzdialené vykondvanie kédu. Nachadzaju sa v
komponentoch Windows Network File System (CVE-2022-22029, CVE-2022-22039), Remote
Procedure Call Runtime (CVE-2022-22038) a Windows Graphics Component (CVE-2022-
30221).

Zranitelnosti vysokej zdvainosti umoZnuju eskaldciu opravneni, Unik dat, obidenie
bezpecnostnych prvkov, vzdialené vykonavanie kdédu, spdsobit nedostupnost sluzby, Ci
neopravnene nahravat potencialne Skodlivé subory.

Zranitelné systémy:

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 11 for ARM64-based Systems

Windows 11 for x64-based Systems

Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016




MINISTERSTVO
INVESTICII, REGIONALNEHO ROZVOJA

A INFORMATIZACIE

SLOVENSKE) REPUBLIKY Mesacny prehlad kritickych zranitelnosti

C) CSIRT.SK

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)
Windows Server 2022 Azure Edition Core Hotpatch
Windows Server version 20H2 (Server Core Installation)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22029
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22039

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolocnost Microsoft opravila v mesiaci jul 2 zavazné zranitelnosti.

Opravena bola zranitelnost CVE-2022-33632, ktord umozZnuje obidenie bezpecnostnych
prvkov pre chybu autorizicie. Druhd zranitelnost CVE-2022-33633 sa nachadza v Skype for
Business a Lync a umozZiuje vzdialene vykonavat kod.

Zranitelné systémy:

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Lync Server 2013 CU10

Skype for Business Server 2015 CU12

Skype for Business Server 2019 CU6

Microsoft Office LTSC 2021 for 32-bit editions
Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22029
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22039
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Microsoft Office LTSC 2021 for 64-bit editions

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z niz$ie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33632
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33633

3. Internetové prehliadace

Microsoft Internet Explorer

Spolocnost Microsoft ukoncila podporu prehliadaca Internet Explorer 15.6.2022 pre hlavnu

liniu operacnych systémov Windows 10. Pre zvysné operacné systémy, kde je prehliadac este
podporovany, nevydala v mesiaci jul Ziadne opravy kritickych a zavaznych zranitelnosti.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Microsoft Edge

Spolo¢nost Microsoft opravila tento mesiac 7 zavaznych zranitelnosti v prehliadaci Edge

zaloZzenom na platforme Chromium.

Spolo¢nost Google vydala pre Chromium aktualizicie zabezpelenia zranitelnosti
umoznujucich pouzitie dealokovaného miesta v pamati (CVE-2022-2478, CVE-2022-2477
a CVE-2022-2480, CVE-2022-2481), veducich k poskodeniu haldy  (CVE-2022-
2295), preteceniu  haldy (CVE-2022-2294) asuvisiacich s nedostatocnym overenim
nedoveryhodného vstupu (CVE-2022-2479).

Zranitelné systémy:
Microsoft Edge (Chromium-based)



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33632
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33633
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2478
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2479
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2480
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2481
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2295
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2294

Mozilla Firefox

V mesiaci jul boli v prehliadaci Firefox a Firefox ESR opravené 2 zavaziné zranitelnosti.

Zavaziné zranitelnosti CVE-2022-2505 a CVE-2022-36320 umozZiuju vykonanie fubovolného
koédu pre mozné poskodenie pamate.

Zranitelné systémy:
Mozilla Firefox verzie 103 a 102

Odporucania:
Odporucame aktualizaciu na verziu 103.0.1 a 102.1.0

Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-28/#CVE-2022-2505
https://www.mozilla.org/en-US/security/advisories/mfsa2022-28/#CVE-2022-36320

Google Chrome

V mesiaci jul bola vydand oprava na 27 zranitelnosti, z toho 7 zavaznych.

Zavainé zranitelnosti ako CVE-2022-2603, CVE-2022-2604, CVE-2022-2605, CVE-2022-2606,
CVE-2022-2607, CVE-2022-2608 a CVE-2022-2609 umoznuju pouzitie dealokovaného miesta
v pamati. Nachadzaju sa v komponentoch Omnibox, Safe Browsing, Managed devices API,
Tab Strip, Overview Mode ¢i Nearby Share.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2478
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2480
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2481
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-2294
https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-28/#CVE-2022-2505
https://www.mozilla.org/en-US/security/advisories/mfsa2022-28/#CVE-2022-36320
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Zranitelnost CVE-2022-2605 v komponente Dawn dovoluje ¢itanie pamate mimo povolenych
hodn6t.

Zranitelné systémy:
Google Chrome verzie starsie ako 104.0.5112.79/80/81 (Windows)
104.0.5112.79 (Mac/Linux)

Odporucania:
Odporucame aktualizaciu na verziu 104.0.5112.79/80/81 (Windows) / 104.0.5112.79
(Mac/Linux)

Zdroje:

https://chromereleases.googleblog.com/2019
https://chromereleases.googleblog.com/2019/07/stable-channel-update-for-desktop.html

4. Adobe Acrobat a Reader

V produkte Adobe Acrobat a Reader neboli v mesiaci jul opravené Ziadne kritické ani zdvazné
zranitelnosti.

Zdroje:
https://helpx.adobe.com/security.html

5. Frameworky

Microsoft .NET Framework

V mesiaci jul nebola spolo¢nostou Microsoft opravena Ziadna zranitelnost frameworku .NET.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance



https://chromereleases.googleblog.com/2019
https://helpx.adobe.com/security.html
https://portal.msrc.microsoft.com/en-us/security-guidance
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Oracle Java

Spolocnost Oracle vydala v mesiaci jul opravy 5 zranitelnosti vramci Oracle Java SE.
Najzavaznejsia zranitelnost ma skére CVSSv3.1 - 7,5.

Zranitelnosti a zranitel'né systémy:

CVE-2022-34169 (CVSS 7.5) Oracle Java SE: 7u343, 8u333,11.0.15.1, 17.0.3.1, 18.0.1.1;
Oracle GraalVM Enterprise Edition: 20.3.6, 21.3.2, 22.1.0

CVE-2022-25647 (CVSS 6.2) Oracle GraalVM Enterprise Edition: 20.3.6, 21.3.2, 22.1.0
CVE-2022-21541 (CVSS 5.9) Oracle Java SE: 7u343, 8u333,11.0.15.1,17.0.3.1, 18.0.1.1;
Oracle GraalVM Enterprise Edition: 20.3.6, 21.3.2, 22.1.0

CVE-2022-21540 (CVSS 5.3) Oracle Java SE: 7u343, 8u333,11.0.15.1, 17.0.3.1, 18.0.1.1;
Oracle GraalVM Enterprise Edition: 20.3.6, 21.3.2, 22.1.0

CVE-2022-21549 (CVSS 5.3)

Oracle Java SE: 17.0.3.1; Oracle GraalVM Enterprise Edition: 21.3.2, 22.1.0

Odporucania:

Odporucame aktualizovat zranitelné verzie Java SE na aktudlne verzie prostrednictvom Java
Auto Update alebo na stranke spolo¢nosti Oracle, vid prvy odkaz v zdrojoch.

Zdroje:
https://www.oracle.com/security-alerts/cpujul2022.html

6. Iné zavazné zranitelnosti

Kritické zranitelnosti produktov Atlassian

Spolo¢nost Atlassian vydala opravy pre 3 kritické zranitelhosti vo svojich produktoch Bamboo,
Bitbucket, Confluence, Crowd, Fisheye, Crucible a Jira. Utoénik méze po ich Gspe$nom zneufziti
vzdialene vykonat JavaScript kdd, ¢i ziskat pristup do zranitelnej platformy s pravami obete.

Viac informacii na stranke.



https://www.oracle.com/security-alerts/cpujul2022.html
https://www.csirt.gov.sk/posts/2932.html?csrt=17641636537630129594

