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Mesacny prehlad kritickych zranitelnosti
september 2022

1. Operacné systémy Microsoft Windows

Spolocnost opravila v mesiaci september 3 kritické a 45 vysoko zavaznych zranitelnosti.

Vsetky tri opravené kritické zranitelnosti umoZiuju vzdialené vykondvanie kédu. Kriticka
zranitelnost CVE-2022-34718 ovplyviiuje implementaciu protokolu TCP/IP, zranitelnosti CVE-
2022-34721 a CVE-2022-34722 sa nachdadzaju v protokole Windows Internet Key Exchange
(IKE). Pre ich zneuzitie moze utocnik odoslat zranitelnému zariadeniu Specidlne vytvoreny IP
paket.

Zranitelnosti vysokej zavaznosti umoznuju vzdialené vykonavanie kédu, eskalaciu opravneni a
obidenie bezpecnostnych prvkov. ZneuZitie niektorych z nich méze viest k Uniku informacii a
vyvolaniu nedostupnosti sluzby.

Zranitelné systémy:

AV1 Video Extension

Raw Image Extension

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 11 for ARM64-based Systems

Windows 11 for x64-based Systems

Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems

Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2
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Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)
Windows Server 2022 Azure Edition Core Hotpatch

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z niz$ie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34718
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34721
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34722

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolo¢nost opravila v mesiaci september 7 vysoko zavaznych zranitelnosti.

Opravené zranitelnosti CVE-2022-35823, CVE-2022-37961, CVE-2022-37962, CVE-2022-
37963, CVE-2022-38008, CVE-2022-38009, CVE-2022-38010 umoznuju vzdialené vykonavanie
kdédu. Nachadzaju sa v produktoch Microsoft Visio, Sharepoint a balikoch Office.

Zranitelné systémy:

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for Mac

Microsoft Office LTSC 2021 for 32-bit editions
Microsoft Office LTSC 2021 for 64-bit editions



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34718
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34721
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34722
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Microsoft Office LTSC for Mac 2021

Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2016
Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server 2019

Microsoft SharePoint Server Subscription Edition
Microsoft Visio 2013 Service Pack 1 (32-bit editions)
Microsoft Visio 2013 Service Pack 1 (64-bit editions)
Microsoft Visio 2016 (32-bit edition)

Microsoft Visio 2016 (64-bit edition)

SharePoint Server Subscription Edition Language Pack

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

3. Internetové prehliadace

Microsoft Internet Explorer

Spolocnost Microsoft ukoncila podporu prehliadaca Internet Explorer 15.6.2022 pre hlavnu
liniu operacnych systémov Windows 10. Pre zvysné operacné systémy, kde je prehliadac este
podporovany, nevydala v mesiaci september Ziadne opravy kritickych a zavainych
zranitelnosti.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Microsoft Edge

Spolocnost Microsoft v mesiaci september neopravila v prehliadaci Microsoft Edge Ziadnu

kritick ani vysoko zavaznu zranitelnost.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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Mozilla Firefox

V mesiaci september boli opravené 4 vysoko zdvazné zranitelnosti.

Zranitelnost CVE-2022-3266 umozZiuje citanie mimo povolenych hodnét v pamati pri
dekddovani videoformatu H264.

Zranitelnost CVE-2022-40959 umoznuje ziskat opravnenia zariadenia pre neddveryhodné
dokumenty obidenim obmedzeni FeaturePolicy.

CVE-2022-40960 mobZe dovolit pouZitie dealokovaného miesta v pamati ked URL parser
spracovava URL, ktoré nie st vo formate UTF-8.

Oznacenie CVE-2022-40962 pokryva sadu zranitelnosti ovplyviujucich bezpecnost pamate,
ktoré mozu viest ku poskodeniu pamate alebo moZnosti vykonavat kod.

Zranitelné systémy:
Mozilla Firefox verzie starSie ako 105
Mozilla Firefox ESR verzie starSej ako 102.3

Odporucania:
Odporucame aktualizaciu Mozilla Firefox na verziu 105 a Mozilla Firefox ESR na verziu 102.3

Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-40/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-41/

Google Chrome

V mesiaci september bola vydana oprava 14 zdvainych zranitelnosti prehliadaca Google

Chrome.
Zranitelnost CVE-2022-3075 suvisi s nedostato¢nou validaciou dat v komponente Mojo.

CVE-2022-3195 a CVE-2022-3373 umozrfiuju zapisovat do pamate mimo povolenych hodnot
v komponente Storage a V8.

CVE-2022-3196, CVE-2022-3197, CVE-2022-3198, CVE-2022-3199, CVE-2022-3304, CVE-2022-
3305, CVE-2022-3306, CVE-2022-3307 a CVE-2022-3370 umoziiuju pouzit dealokované miesto
v pamati v komponentoch PDF, Frames, CSS, Survey, Media a Custom Elements.

CVE-2022-3200 je chyba prete¢enia medzipamate haldy v komponente Internals.



https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2022-40/
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CVE-2022-3201 suvisi s nedostatocnym overenim nedoveryhodnych vstupov v komponente
DevTools.

Zranitelné systémy:
Google Chrome pre Windows, Mac a Linux verzie starSej ako 106.0.5249.91.

Odporucania:
Odporucame aktualizaciu prehliadac¢a Chrome pre Windows, Mac a Linux aspon na verziu
106.0.5249.91.

Zdroje:

https://chromereleases.googleblog.com/2022/09/
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-

desktop 14.html
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-

desktop 27.html
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-

desktop 30.html

4. Adobe Acrobat a Reader

V produkte Adobe Acrobat a Reader boli v mesiaci september opravené 3 kritické a
4 vysoko zavaziné zranitelnosti.

Kritické zranitelnosti CVE-2022-35665, CVE-2022-35666 a CVE-2022-35667 umozZiuju
utocnikom vykonavat fubovolny kéd kvéli chybam zapisu na dealokované miesto v pamati,
nevhodnej kontrole vstupov a zapisu mimo povoleny rozsah v pamati.

Vysoko zdvazné zranitelnosti CVE-2022-35668, CVE-2022-35670, CVE-2022-35671 a CVE-
2022-35678 mozu viest k uniku obsahu pamate kvoli chybam zapisu na dealokované miesto
v pamati, nevhodnej kontrole vstupov a ¢itania mimo povoleny rozsah v pamati.

Zranitelné systémy:

Acrobat DC 22.001.20169 a starsie

Acrobat Reader DC 22.001.20169 a starsie
Acrobat 2020 20.005.30362 a starsie
Acrobat Reader 2020 20.005.30362 a starsie
Acrobat 2017 17.012.30249 a starsie
Acrobat 2017 17.012.30249 a starsie



https://chromereleases.googleblog.com/2022/09/
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop_14.html
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop_14.html
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop_27.html
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop_27.html
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop_30.html
https://chromereleases.googleblog.com/2022/09/stable-channel-update-for-desktop_30.html
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Odporucania:

Odporucame aktualizaciu na verziu:
Acrobat DC 22.002.20191

Acrobat Reader DC 22.002.20191
Acrobat 2020 20.005.30381
Acrobat Reader 2020 20.005.30381
Acrobat 2017 17.012.30262
Acrobat 2017 17.012.30262

Zdroje:
https://helpx.adobe.com/security.html
https://helpx.adobe.com/security/products/acrobat/apsb22-39.html

5. Frameworky

Microsoft .NET Framework

V mesiaci september spolo¢nost Microsoft opravila 2 zavazné zranitelnosti vo frameworku
.NET.

Zranitelnost s ¢islom CVE-2022-26929 umoznuje vzdialené vykondvanie kédu a CVE-2022-
38013 moze viest k vyvolaniu nedostupnosti sluzby.

Zranitelné systémy:

.NET 6.0

.NET Core 3.1

Microsoft .NET Framework 2.0 Service Pack 2

Microsoft .NET Framework 3.0 Service Pack 2

Microsoft .NET Framework 3.5

Microsoft .NET Framework 3.5 AND 4.6.2/4.7/4.7.1/4.7.2
Microsoft .NET Framework 3.5 AND 4.7.2

Microsoft .NET Framework 3.5 AND 4.8

Microsoft .NET Framework 3.5 AND 4.8.1

Microsoft .NET Framework 3.5.1

Microsoft .NET Framework 4.6

Microsoft .NET Framework 4.6/4.6.1/4.6.2/4.7/4.7.1/4.7.2
Microsoft .NET Framework 4.8

Microsoft .NET Framework 4.8.1



https://helpx.adobe.com/security.html
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Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z niz$ie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26929
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38013

Oracle Java

Velka sada oprdv je pldnovana na 18. oktdber 2022.

Zdroje:
https://www.oracle.com/technetwork/topics/security/alerts-086861.html

6. Iné zavazné zranitelnosti

Kritickd zneuZivand zranitelnost Sophos Firewall

Kritickd zero-day zranitelnost v Sophos Firewall umozZriuje utoénikom vzdialene vykonavat
kéd. Spoloénost Sophos vydala opravu pre podporované verzie svojho produktu. Viac
informacii na stranke.

Microsoft v ramci Patch Tuesday opravil zavaznu aktivne zneuZivanu

zranitelnost vo Windows
Spolocnost Microsoft vydala v septembri 2022 balik oprav pre operacné systémy Windows

opravujucich 63 zranitelhosti. 5 z nich dostalo hodnotenie kriticka. Dve zranitelnosti su typu
zero-day, pricom jedna je aktivne zneuzivana. Viac informacii na stranke.

Zdvaznd zranitelnost v HP Support Assistant

Spolo¢nost HP opravila zavaznu zranitelnost v nastroji HP Support Assistant, ktora umoznuje



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26929
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38013
https://www.oracle.com/technetwork/topics/security/alerts-086861.html
https://www.csirt.gov.sk/posts/3062.html?csrt=2026891192877785153
https://www.csirt.gov.sk/posts/3023.html?csrt=2026891192877785153
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utoénikom eskalovat privilégia skodlivého kddu na Grover SYSTEM. Viac informdcii na stranke.

Kritické zranitelnosti sietovych ddatovych uloZisk QNAP a Zyxel

Spoloc¢nost QNAP opravila nespecifikovanu kriticku zranitelnost vo svojom produkte Photo
Station pre uloZiskd NAS, ktoru aktivne zneuZiva skupina Deadbolt vo svojej ransomvérovej
kampani. Spoloc¢nost Zyxel opravila vo firmvéri svojich zariadeni NAS kritickd zranitelnost
umoziujucu jednoduchym spésobom vzdialené vykonavanie kédu. Viac informdcii na stranke.



https://www.csirt.gov.sk/posts/3021.html?csrt=2026891192877785153
https://www.csirt.gov.sk/posts/3017.html?csrt=2026891192877785153

