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1. Operacné systémy Microsoft Windows

Spolocnost opravila v mesiaci oktéber 10 kritickych a 57 vysoko zavaznych zranitelnosti.

Sedem opravenych kritickych zranitelnosti umoznuje vzdialené vykonavanie kodu. Nachadzaju
sa v protokole Point-to-Point a maju oznacenia CVE-2022-22035, CVE-2022-30198, CVE-2022-
33634, CVE-2022-24504, CVE-2022-41081, CVE-2022-38000, CVE-2022-38047.

Dve z kritickych zranitelnosti umoznuju zvySenie opravneni. CVE-2022-37976 sa nachddza
v v certifikanej sluzbe Active Directory, CVE-2022-37979 bola ndjdend vo virtualizacnej
platforme Hyper-V.

Posledna opravena kritickd zranitelnost CVE-2022-34689 umozinuje predsteiranie cudzej
identity a nachddza sa v komponente.

Zranitelnosti vysokej zavaznosti umoznuju vzdialené vykonavanie kédu, eskalaciu opravneni a
obidenie bezpecnostnych prvkov. ZneuZitie niektorych z nich méze viest k Uniku informdcii,
moznosti predstierat cudziu identitu, ¢i vyvolaniu nedostupnosti sluzby.

Zranitelné systémy:

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 11 for ARM64-based Systems

Windows 11 for x64-based Systems

Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 8.1 for 32-bit systems

Windows 8.1 for x64-based systems
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Windows RT 8.1

Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22035
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24504
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30198
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33634
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38000
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38047
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41081
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37976
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37979
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34689

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolocnost opravila v mesiaci oktéber 2 kritické a 7 vysoko zdvaznych zranitelnosti.

Kritické zranitelnosti CVE-2022-38048 a CVE-2022-41038, ktoré sa nachdadzaju v Microsoft
Office a SharePoint Server, umoZniuju vzdialené vykondvanie kodu.

Pat z vysoko zavazinych zranitelnosti CVE-2022-38049, CVE-2022-38053, CVE-2022-41031,
CVE-2022-41036, CVE-2022-41037 umoznuje vzdialené vykonavanie kdédu. Nachadzaju sa
v Microsoft Office a SharePoint Server.

Vysoko zdvazna zranitelnost CVE-2022-38001 v Microsoft Office umozZriuje predstierat cudziu
identitu a CVE-2022-41043 moze viest k uniku citlivych informacii.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22035
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24504
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30198
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33634
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38000
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38047
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41081
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37976
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37979
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34689
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Opravené zranitelnosti CVE-2022-35823, CVE-2022-37961, CVE-2022-37962, CVE-2022-
37963, CVE-2022-38008, CVE-2022-38009, CVE-2022-38010 umoznuju vzdialené vykondavanie
kdédu. Nachdadzaju sa v produktoch Microsoft Visio, Sharepoint a balikoch Office.

Zranitelné systémy:

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Office 2013 RT Service Pack 1

Microsoft Office 2013 Service Pack 1 (32-bit editions)
Microsoft Office 2013 Service Pack 1 (64-bit editions)
Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for Mac

Microsoft Office LTSC 2021 for 32-bit editions
Microsoft Office LTSC 2021 for 64-bit editions
Microsoft Office LTSC for Mac 2021

Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft SharePoint Enterprise Server 2016
Microsoft SharePoint Foundation 2013 Service Pack 1
Microsoft SharePoint Server 2019

Microsoft SharePoint Server Subscription Edition

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov
vloZenim identifikdtora zranitelnosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38053
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41031
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41036
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41037
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41038



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38053
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41031
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41036
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41037
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41038
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38001
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41043

3. Internetové prehliadace

Microsoft Internet Explorer

Spolo¢nost Microsoft ukondila podporu prehliadaca Internet Explorer 15.6.2022 pre hlavnu
liniu operacnych systémov Windows 10. Pre zvysné operacné systémy, kde je prehliadac este
podporovany, nevydala v mesiaci oktdber Ziadne opravy kritickych a zavaznych zranitelnosti.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Microsoft Edge

Spolocnost Microsoft v mesiaci oktdber neopravila v prehliadaci Microsoft Edge Ziadnu

kritick ani vysoko zavaznu zranitelnost.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Mozilla Firefox

V mesiaci oktober boli opravené 2 vysoko zavaziné zranitelnosti.

Zranitelnost CVE-2022-42927 mozZe viest kuniku zaznamov pristupov k URL nainych
domeénach cez funkciu performance.getEntries(). UmoZiuje to porusenie same-origin politiky.

Zranitelnost CVE-2022-42928 v JS Engine mozZe viest k poSkodeniu pamadte. Suvisi to s
chybajucimi anotaciami pri urcitych typoch alokacii.

Zranitelné systémy:
Mozilla Firefox verzie starSie ako 106
Mozilla Firefox ESR verzie starsej ako 102.4

Odporucania:
Odporucame aktualizaciu Mozilla Firefox na verziu 106 a Mozilla Firefox ESR na verziu 102.4

Zdroje:
https://www.mozilla.org/en-US/security/advisories/



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38001
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.mozilla.org/en-US/security/advisories/
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https://www.mozilla.org/en-US/security/advisories/mfsa2022-44/

Google Chrome

V mesiaci oktéber bola vydand oprava 10 zavaznych zranitelnosti prehliadaca Google Chrome.

Zranitelnosti CVE-2022-3445, CVE-2022-3448, CVE-2022-3449, CVE-2022-3450 a CVE-2022-
3654 umoznuju pouzit dealokované miesto v pamati v komponentoch Skia, Permissions API,
Safe Browsing, Peer Connection a Layout.

CVE-2022-3446 a CVE-2022-3653 su chyby pretecenia medzipamate haldy v komponentoch
WebSQL a Vulkan.

CVE-2022-3447 suvisi s nevhodnou implementaciou v komponente Custom Tabs.

CVE-2022-3652 a CVE-2022-3723 su chyby suvisiace s neoverenim typu premennej
v komponente V8.

Zranitelné systémy:
Google Chrome pre Windows, Mac a Linux verzie starSej ako 106.0.5249.91.

Odporucania:
Odporucame aktualizaciu prehliadaca Chrome pre Windows, Mac a Linux aspon na verziu
106.0.5249.91.

Zdroje:

https://chromereleases.googleblog.com/2022/10/
https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-
desktop 11.html
https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-
desktop 25.html
https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-
desktop 27.html

4. Adobe Acrobat a Reader

V produkte Adobe Acrobat a Reader boli v mesiaci oktéber opravené 2 kritické a
4 vysoko zavazné zranitelnosti.

Kritické zranitelnosti CVE-2022-38450 a CVE-2022-42339 umoziuju Gtocnikom vykonavat
[ubovolny kéd kvoli chybam veducim k preteceniu medzipamate zasobnika.



https://www.mozilla.org/en-US/security/advisories/mfsa2022-44/
https://chromereleases.googleblog.com/2022/10/
https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-desktop_11.html
https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-desktop_11.html
https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-desktop_25.html
https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-desktop_25.html
https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-desktop_27.html
https://chromereleases.googleblog.com/2022/10/stable-channel-update-for-desktop_27.html
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Vysoko zavazné zranitelnosti CVE-2022-38437, CVE-2022-38449 a CVE-2022-42342 mozu
viest k Uniku obsahu pamate kvoli chybam zapisu na dealokované miesto v pamiti a Citania
mimo povoleny rozsah v pamati. Zranitelnost CVE-2022-35691 vedie k odmietnutiu sluzby
aplikacie kvoli dereferencii nulového ukazovatela.

Zranitelné systémy:

Acrobat DC 22.002.20212 a starsie

Acrobat Reader DC 22.002.20212 a starsie
Acrobat 2020 20.005.30381 a starsie
Acrobat Reader 2020 20.005.30381 a starsie

Odporucania:

Odporucame aktualizaciu na verziu:
Acrobat DC 22.003.20258

Acrobat Reader DC 22.003.20258
Acrobat 2020 20.005.30407
Acrobat Reader 2020 20.005.30407

Zdroje:
https://helpx.adobe.com/security/security-bulletin.html
https://helpx.adobe.com/security/products/acrobat/apsb22-46.html

5. Frameworky

Microsoft .NET Framework

V mesiaci oktdber spolo¢nost Microsoft neopravila vo frameworku .NET Ziadne kritické, ani
vysoko zavazné zranitelnosti.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance

Oracle Java

V mesiaci oktéber spoloc¢nost Oracle opravila v platforme Java SE 1 kriticku a 1 vysoko zavaznu

zranitelnost.

Kritickd zranitelnost CVE-2022-32215 sa nachadza v komponente Node.js a umoziuje
utoénikom prenasat Skodlivé http poZiadavky. Vysoko zavazna zranitelnost CVE-2022-21634
umozfiuje neautentifikovanému Gtoénikovi kompromitovat zranitelnd verziu platformy
a sposobit odmietnutie sluzby.



https://helpx.adobe.com/security/security-bulletin.html
https://helpx.adobe.com/security/products/acrobat/apsb22-46.html
https://portal.msrc.microsoft.com/en-us/security-guidance
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Zranitelné systémy:

Oracle GraalVM Enterprise Edition 20.3.7, 21.3.3 a2 22.2

Odporucania:
Odporucame aktualizaciu Oracle GraalVM Enterprise Edition na najnovsiu verziu.

Zdroje:
https://www.oracle.com/technetwork/topics/security/alerts-086861.html
https://www.oracle.com/security-alerts/cpuoct2022.html#AppendixJAVA
https://nvd.nist.gov/vuln/detail/CVE-2022-32215
https://nvd.nist.gov/vuln/detail/CVE-2022-21634

6. Iné zavazné zranitelnosti

Zero-day zranitelnosti servera Microsoft Exchange

V produkte Microsoft Exchange a jeho sucasti Outlook Web App (OWA) boli objavené dve
zranitelnosti, pre ktoré aktudlne nie je dostupna bezpecnostnd oprava, no existuje spésob
docasnej opravy. Potencidlny vzdialeny a autentifikovany utoénik by mohol zneuzitim
zranitelnosti prevziat kontrolu nad serverom a nasadit Skodlivy webshell. Viac informacii na
stranke.

Zavazné zranitelnosti vo firmvéri BIOS na zariadeniach Lenovo

Spolo¢nost Lenovo opravila novou aktualizaciou 5 zranitelnosti vo firmvéri BIOS pre svoje
produkty. Tieto zranitelnosti predstavovali bezpecnostné rizika pre stovky zariadeni Lenovo.
ISlo najma o mozny Unik dat, eskalaciu privilégii, nedostupnost sluzieb ¢i vzdialené
vykonavanie kédu. Viac informdcii na stranke.

Kriticka zranitelnost Fortinet

V produkte FortiOS a FortiProxy sa nachadza zranitelhost, ktord moze umoznit vzdialenému a
neoverenému uUtoénikovi obist autentifikiciu administraéného webového rozhrania. Viac
informacii na stranke.



https://www.oracle.com/technetwork/topics/security/alerts-086861.html
https://www.oracle.com/security-alerts/cpuoct2022.html#AppendixJAVA
https://nvd.nist.gov/vuln/detail/CVE-2022-32215
https://nvd.nist.gov/vuln/detail/CVE-2022-21634
https://www.csirt.gov.sk/posts/3065.html?csrt=1317081127278870142
https://www.csirt.gov.sk/posts/3072.html?csrt=1317081127278870142
https://www.csirt.gov.sk/posts/3084.html?csrt=1317081127278870142

