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1. Operacné systémy Microsoft Windows

Spolo¢nost opravila v mesiaci august 3 kritické a 32 vysoko zavaznych zranitelnosti.

Kritické zranitelnosti CVE-2023-35385, CVE-2023-36910 a CVE-2023-36911 a sa nachadzaju v sluzbe
Microsoft Message Queuing (MSMQ) a umoznuju vzdialené vykonavanie kddu (RCE). Pre ich zneuZitie
musi neautentifikovany uUtoc¢nik odoslat zranitelnému zariadeniu Specidlne vytvoreny IP paket.
Uspesné zneuzitie zranitelnosti umoZiiuje neautentifikovanému Gtoénikovi vzdialené vykondvanie
kdédu na ciefovom serveri.

Vysoko zavaziné zranitelnosti umoznuju obchadzanie bezpecnostnych prvkov, eskaldciu opravneni a
narusenie dostupnosti sluzby. Zneuzitie niektorych z nich mdze viest k Uniku informacii a vzdialenému
vykondvaniu kédu.

Zranitelné systémy:

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)
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Odporucania:
Na rieSenie tychto zranitelnosti by ste mali najprv skontrolovat, ¢i je sluzba MSMQ aktualne aktivna.
Ak ano a nepoutzivate ju, je nevyhnutné zastavit jej prevadzku a zakazat jej spustenie. Nasledne by ste

mali vytvorit nové pravidlo pre Windows Firewall. Toto pravidlo s ndazvom ,,AUTOMOX WORKLET:
Blokovat TCP 1801“ je navrhnuté na blokovanie akéhokolvek prevadzky na TCP porte 1801.

Odporuc¢ame aplikovat aktualizdcie publikované prostrednictvom sluzby Windows Update. Cislo
aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizs$ie uvedenych odkazov vlozenim
identifikatora zranitelhosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35385
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36911
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36910

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolo¢nost opravila v mesiaci august 3 kritické a 11 vysoko zavaznych zranitelnosti.

Kritické zranitelnosti CVE-2023-29328 a CVE-2023-29330 umozniuju utocnikovi vzdialené vykonavanie
kédu v aplikacii Microsoft Teams a mézu spdsobit nedostupnost klienta. Na zneuZitie tychto
zranitelnosti musi Utocnik presveddéit obet, aby sa pripojila k stretnutiu v aplikacii Teams. Pre UspeSny
utok nie su potrebné Specidlne opravnenia.

Zranitelnost CVE-2023-36895 sa nachadza v Microsoft Outlook a Utocénikovi jej zneuZitie umozni
vzdialené vykonavanie kodu.

Vysoko zavaZné zranitelnosti umoznuju vzdialené vykonavanie kédu, falSovanie a unik informacii.

Zranitelné systémy:
Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Excel 2013 RT Service Pack 1
Microsoft Excel 2013 Service Pack 1 (32-bit editions)
Microsoft Excel 2013 Service Pack 1 (64-bit editions)
Microsoft Excel 2016 (32-bit edition)
Microsoft Excel 2016 (64-bit edition)
Microsoft Office 2016 (32-bit edition)
Microsoft Office 2016 (64-bit edition)
Microsoft Office 2019 for 32-bit editions
Microsoft Office 2019 for 64-bit editions
Microsoft Office 2019 for Mac
Microsoft Office LTSC 2021 for 32-bit editions
Microsoft Office LTSC 2021 for 64-bit editions
Microsoft Office LTSC for Mac 2021
Microsoft Office Online Server



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35385
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36911
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36910
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Microsoft Outlook 2013 RT Service Pack 1

Microsoft Outlook 2013 Service Pack 1 (32-bit editions)
Microsoft Outlook 2013 Service Pack 1 (64-bit editions)
Microsoft Outlook 2016 (32-bit edition)

Microsoft Outlook 2016 (64-bit edition)

Microsoft SharePoint Enterprise Server 2016

Microsoft SharePoint Server 2019

Microsoft SharePoint Server Subscription Edition
Microsoft Teams for Android

Microsoft Teams for Desktop

Microsoft Teams for iOS

Microsoft Teams for Mac

Microsoft Word 2013 RT Service Pack 1

Microsoft Word 2013 Service Pack 1 (32-bit editions)
Microsoft Word 2013 Service Pack 1 (64-bit editions)

Odporucania:

Odporuc¢ame aplikovat aktualizdcie publikované prostrednictvom sluzby Windows Update. Cislo
aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov vlozenim
identifikatora zranitelnosti do vyhladdvania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-29328
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-29330
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36895

3. Internetové prehliadace

Microsoft Internet Explorer

Spolo¢nost Microsoft ukoncila podporu prehliadac¢a Internet Explorer 15.6.2022 pre hlavnu liniu
operacnych systémov Windows 10 a 11. Pre zvysSné operacné systémy, kde je prehliadac este
podporovany, nevydala v mesiaci august Ziadne opravy kritickych a zavaznych zranitelnosti.

Odporucania:
Odporucame prestat pouzZivat a odinstalovat Internet Explorer anahradit ho podporovanym
prehliadacom Microsoft Edge.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance

Microsoft Edge

Spolo¢nost Microsoft v mesiaci august opravila v prehliada¢i Microsoft Edge jednu kritickd

zranitelnost.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-29328
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-29330
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36895
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
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Zranitelnost CVE-2023-36741 sa nachadza v softvéri Chromium a umoziiuje vzdialené vykonavanie
kédu. Utoénik potrebuje presvedcit obet, aby klikla na podvrhnuty odkaz a otvorila §pecidlne vytvoreny
subor.

Zranitelné systémy:
Microsoft Edge (Chromium-based) build 116.0.1938.62

Odporucania:

Odporuc¢ame aplikovat aktualizicie publikované prostrednictvom sluzby Windows Update. Cislo
aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov vlozenim
identifikatora zranitelhosti do vyhladavania.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-2033
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-2033
https://cyberintell.blog/2023/08/31/microsoft-edge-faces-privilege-escalation-risk-with-cve-2023-
36741/

Mozilla Firefox

V mesiaci august bolo opravenych 16 vysoko zavaznych zranitelnosti v linii Firefox a Firefox ESR.

Zranitelnost CVE-2023-4573 sa tyka prijimania Udajov pre vykreslovanie cez mechanizmus IPC
mStream.

Zranitelnosti CVE-2023-4574 a CVE-2023-4575 sa tykaju vytvarania spatnych volani cez IPC pre
zobrazenie okien Color Picker a File Picker.

CVE-2023-4576 savisi s prete¢enim celocdiselnej premennej VO
funkcii RecordedSourceSurfaceCreation. Jej zneuzitie by mohlo viest k dniku z kontrolovaného
prostredia (sandbox).

Zranitelnost CVE-2023-4577 sa tyka funkcie UpdateRegExpStatics, ktora by sa mohla pokusit pristupit
k uz odstranenému uloZisku initialStringHeap. To méZe viest ku zneuzitelnym podmienkam.

Zranitelnosti CVE-2023-4056, CVE-2023-4057, CVE-2023-4058, CVE-2023-4584 a CVE-2023-4585 sa
tykaju poskodenia paméate a mézu viest k vykonavaniu lubovolného kodu.

CVE-2023-4045 sa tyka rozhrania Offscreen Canvas a umoziuje pristup k obrazovym informaciam
z iného webu, ktory je v rozpore s politikou same-origin.

CVE-2023-4046 sa tyka zastaranej hodnoty pre globalnu premennu v analyze WASM JIT. Tato
zranitelnost by mohla viest k nespravnej kompilacii a moznosti zneuzitia padu pri spracovani obsahu.

CVE-2023-4047 umozfiuje ukryt ozndamenie o prepnuti do rezimu plnej obrazovky vyuzitim
vyskakovacieho okna s vyzvou. Utoénik by chybu mohol zneuzit na zmétenie obete.

CVE-2023-4048 dovoluje ¢itat mimo povolené hodnoty v pamati pri spracovani HTML pomocou
komponentu DOMParser.



https://portal.msrc.microsoft.com/en-us/security-guidance
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-2033
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-2033
https://cyberintell.blog/2023/08/31/microsoft-edge-faces-privilege-escalation-risk-with-cve-2023-36741/
https://cyberintell.blog/2023/08/31/microsoft-edge-faces-privilege-escalation-risk-with-cve-2023-36741/
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Uspedné zneuZitie zranitelhosti CVE-2023-4049 umoZfuje Gtoénikovi vyuZit dealokované miesto
v pamati.

CVE-2023-4050 sa tyka pretecenia vyrovnavacej pamate zasobnika a mohlo viest k Uniku zo sandboxu.

Vsetky tieto zranitelnosti mozu viest k zneuzitiu dealokovaného miesta v pamati po uvolneni
a sposobit pad systému.

Zranitelné systémy:
Mozilla Firefox verzie starsie ako 117
Mozilla Firefox ESR verzie starSej ako 115.2

Odporucania:
Odporuc¢ame aktualizaciu Mozilla Firefox na verziu 117 a Mozilla Firefox ESR na verziu 115.2

Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-29/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-36/

Google Chrome

V mesiaci august bola vydand oprava 22 vysoko zavaznych zranitelnosti prehliadac¢a Google Chrome.

Zranitelnosti CVE-2023-4068, CVE-2023-4069, CVE-2023-4070 a CVE-2023-4352 su chyby zdmeny typu
premennej v komponente V8.

CVE-2023-4071, CVE-2023-4353 a CVE-2023-4354 suvisi s pretecenim medzipaméate na halde
v komponente Visuals, ANGLE a Skia.

Zranitelnosti CVE-2023-4072, CVE-2023-4073, CVE-2023-4355, CVE-2023-4427 a CVE-2023-4428
v komponentoch WebGL, ANGLE, V8 a CSS dovoluju citat a zapisovat mimo povolené hodnoty
v pamati.

CVE-2023-4074, CVE-2023-4075, CVE-2023-4076, CVE-2023-2312, CVE-2023-4349, CVE-2023-4351,
CVE-2023-4430, CVE-2023-4429 a CVE-2023-4572 umoznuju pouzit dealokované miesto v pamati
v komponentoch Blink Task Scheduling, Cast, WebRTC, Offline, Device Trust Connectors, Network,
Vulkan, Loader a MediaStream.

CVE-2023-4350 suvisi s nevhodnou implementaciou v komponente Fullscreen.

Zranitelné systémy:
Google Chrome pre Windows a Mac verzie starSej ako 116.0.5845.179/180 a Linux verzie starSej ako
116.0.5845.179.

Odporucania:
Odporucame aktualizaciu prehliadaca Chrome pre Windows a Mac aspon na verziu
116.0.5845.179/180 a Linux aspofi na verziu 116.0.5845.179.



https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-29/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-36/
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Zdroje:

https://chromereleases.googleblog.com/2023/08/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2023/08/stable-channel-update-for-desktop 15.html
https://chromereleases.googleblog.com/2023/08/chrome-desktop-stable-update.html
https://chromereleases.googleblog.com/2023/08/stable-channel-update-for-desktop 29.html

4. Adobe Acrobat a Reader

V produkte Adobe Acrobat a Reader bolo v mesiaci august opravenych 16 kritickych a 11 vysoko
zavaznych zranitelnosti.

Kriticka zranitelnost CVE-2023-29320 umozniuje utocnikovi obist bezpecnostné funkcie systému a
kompromitovat zariadenie obete. Zranitelnost sa tyka preteéenia vyrovnavacej pamate zasobnika.

Kritické zranitelnosti CVE-2023-38222, CVE-2023-38223, CVE-2023-38224, CVE-2023-38225, CVE-
2023-38226, CVE-2023-38227, CVE-2023-38228, CVE-2023-38231, CVE-2023-38233, CVE-2023-38234
a CVE-2023-38246 umoziuju vykondvanie fubovolného kédu bez povolenia pouZivatela.

Kritické zranitelnosti CVE-2023-38235, CVE-2023-38232, CVE-2023-38229 a CVE-2023-38230 mozu
viest k Uniku Udajov z paméte a dovoluju ¢itat mimo povolené hodnoty.

Zranitelné systémy:
Acrobat DC a Acrobat Reader DC pre Windows a Mac verzie 23.003.20244 a starsie,
Acrobat 2020 a Acrobat Reader 2020 pre Windows a Mac verzie 20.005.30467 a starsie.

Odporucania:

Odporucame aktualizaciu aspon na verziu:

Acrobat DC a Acrobat Reader DC pre Windows a Mac 23.003.20269,

Acrobat 2020 a Acrobat Reader 2020 pre Windows 20.005.30514.10514 a Mac 20.005.30516.10516

Zdroje:
https://helpx.adobe.com/security/security-bulletin.html
https://helpx.adobe.com/security/products/acrobat/apsb23-30.html

5. Frameworky

Microsoft .NET Framework

V mesiaci august spolo¢nost Microsoft opravila 6 vysoko zavaznych zranitelnosti vo frameworku .NET.

Zranitelnost CVE-2023-35390 bola najdend pri pouZiti urcitych prikazov dotnet v adresaroch so
slabsimi opravneniami. To umozZiuje vzdialené vykondvanie kodu.

Zranitelnost CVE-2023-35391 sa tyka pouzivania redis backplane v SignalR, ¢o méze viest k odhaleniu
informacii.
CVE-2023-36899 umoznuje zvySenie opravneni v systéme ASP.NET, zatial ¢o CVE-2023-36873 sa tyka
falSovania.



https://chromereleases.googleblog.com/2023/08/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2023/08/stable-channel-update-for-desktop_15.html
https://chromereleases.googleblog.com/2023/08/chrome-desktop-stable-update.html
https://chromereleases.googleblog.com/2023/08/stable-channel-update-for-desktop_29.html
https://helpx.adobe.com/security/security-bulletin.html
https://helpx.adobe.com/security/products/acrobat/apsb23-30.html
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Zranitelnost CVE-2023-38178 bola najdena v komponente Kestrel a umozriuje klientovi obist limit QUIC
streamu v HTTP/3, ¢o spdsobuje odmietnutie sluzby.

CVE-2023-38180 sa tyka nekontrolovanej spotreby zdrojov v komponente Kestrel a mbze viest k
odmietnutiu sluzby.

Zranitelné systémy:
.NET 6.0
.NET 7.0
ASP.NET Core 2.1
Microsoft .NET Framework 2.0 Service Pack 2
Microsoft .NET Framework 3.5 AND 4.7.2
Microsoft .NET Framework 3.5 AND 4.8
Microsoft .NET Framework 3.5 AND 4.8.1
Microsoft .NET Framework 4.6.2
Microsoft .NET Framework 4.6.2/4.7/4.7.1/4.7.2
Microsoft .NET Framework 4.8

Odporucania:

Odporuc¢ame aplikovat aktualizicie publikované prostrednictvom sluzby Windows Update. Cislo
aktualizacie pre konkrétny systém mozno vyhladat na prvom z nizsie uvedenych odkazov vlozenim
identifikatora zranitelnosti do vyhladdvania.

Zdroje:
https://portal.msrc.microsoft.com/en-us/security-guidance
https://nvd.nist.gov/vuln/detail/CVE-2023-35390
https://access.redhat.com/security/cve/cve-2023-35390
https://nvd.nist.gov/vuln/detail/CVE-2023-35391
https://access.redhat.com/security/cve/cve-2023-35391
https://nvd.nist.gov/vuln/detail /CVE-2023-36899
https://nvd.nist.gov/vuln/detail /CVE-2023-38178
https://access.redhat.com/security/cve/cve-2023-38178
https://nvd.nist.gov/vuln/detail /CVE-2023-38180
https://access.redhat.com/security/cve/cve-2023-38180

Oracle Java

Najblizsia velka sada oprav je planovana na 17.oktdbra 2023.

Zdroje:

https://www.oracle.com/security-alerts/



https://portal.msrc.microsoft.com/en-us/security-guidance
https://nvd.nist.gov/vuln/detail/CVE-2023-35390
https://access.redhat.com/security/cve/cve-2023-35390
https://nvd.nist.gov/vuln/detail/CVE-2023-35391
https://access.redhat.com/security/cve/cve-2023-35391
https://nvd.nist.gov/vuln/detail/CVE-2023-36899
https://nvd.nist.gov/vuln/detail/CVE-2023-38178
https://access.redhat.com/security/cve/cve-2023-38178
https://nvd.nist.gov/vuln/detail/CVE-2023-38180
https://access.redhat.com/security/cve/cve-2023-38180
https://www.oracle.com/security-alerts/
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6. Iné zavazné zranitelnosti

Zranitelnost v Joe Sandbox

Spolo¢nost Joe Security LLC po internom preskimani zistila vaznu zranitelnost vo svojom produkte Joe
Sandbox. Zranitelnost sa nachadza v komponente dekompilacie .NET v kniZnici tretej strany. Specialne
vytvorenym Skodlivym programom je mozné vzdialene vykonat kéd na serveri. Viac informacii na
strénke.

Kritickd zranitelnost v routroch od spoloénosti MikroTik

Spolo¢nost VulnCheck poukazala na kritickd zranitelnost CVE-2023-30799, tykajucu sa operacného
systému MikroTik, RouterOS. Tato chyba dovoluje Uto¢nikom ziskat opravnenia Super Admin a
ohrozuje priblizne 500 000 az 900 000 systémov RouterOS, ktoré modzu byt napadnuté cez ich webové
a/alebo Winbox rozhrania. na stranke.



https://www.csirt.gov.sk/posts/3515.html?csrt=10066631775915017381
https://www.csirt.gov.sk/posts/3515.html?csrt=10066631775915017381
https://www.csirt.gov.sk/posts/3509.html?csrt=10066631775915017381

