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Mesacny prehlad kritickych zranitelnosti
oktéber 2023

1. Operacné systémy Microsoft Windows

Spoloc¢nost Microsoft opravila v mesiaci oktéber 12 kritickych a 69 vysoko zavaZznych
zranitelnosti.

Kritické zranitelnosti CVE-2023-36697 a CVE-2023-35349 sa nachadzaju v sluzbe Microsoft
Message Queuing (MSMQ) a umoznuju vzdialené vykondvanie kodu (RCE). Pre ich zneuzitie
musi Utocnik presvedcit obet, aby sa pripojila ku $kodlivému serveru alebo kompromitovat server,
ku ktorému je pripojena. Microsoft na zmiernenie zranitelnosti odporuca pouzivatelom sluzby
MSMQ skontrolovat, ¢i je spustena a skontrolovat sluzbu na porte TCP 1801.

Zranitelnosti CVE-2023-38166, CVE-2023-41765, CVE-2023-41767, CVE-2023-41768, CVE-
2023-41769, CVE-2023-41770, CVE-2023-41771, CVE-2023-41773 a CVE-2023-41774 sa
nachdadzaju v Layer 2 Tunneling protokole (L2TP). Pre ich zneuzitie musi neautentifikovany
utocénik vytvorit Specialnu poziadavku na pripojenie k RAS serveru, ¢o umoznuje vzdialené
vykonavanie kédu.

Zranitelnost CVE-2023-36718 sa nachadza v module Microsoft Virtual Trusted Platform
(VTPM) a umoznuje lokalnemu utoénikovi spustit lubovolny kédu na ciefovom zariadeni bez
interakcie zo strany obete.

Vysoko zdvainé zranitefnosti umoZziuju obchadzanie bezpelnostnych prvkov, eskaldciu
opravneni a naruSenie dostupnosti sluzby. ZneuZitie niektorych z nich méze viest k Uniku
informacii a vzdialenému vykonavaniu kédu.

Zranitelné systémy:
Windows 10 for 32-bit Systems
Windows 10 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems




MINISTERSTVO
E INVESTICI, REGIONALNEHO ROZVOJA Mesacny prehlad kritickych zranitelnosti

SLOVENSKE] REPUBLIKY

Windows 11 version 21H2 for x64-based Systems
Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems
Windows 11 Version 23H2 for x64-based Systems
Windows Server 2012

Windows Server 2012 (Server Core installation)
Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)
Windows Server 2016

Windows Server 2016 (Server Core installation)
Windows Server 2019

Windows Server 2019 (Server Core installation)
Windows Server 2022

Windows Server 2022 (Server Core installation)

Odporucania:

C) CSIRT.SK

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z niz$ie uvedenych odkazov

vloZzenim identifikdtora zranitelnosti do vyhladavania.

Zdroje:

https://msrc.microsoft.com/update-guide/en-us
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35349
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36697
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36718
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38166
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41765
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41767
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41768
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41769
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41770
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41773
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41774

https://nsfocusglobal.com/microsofts-october-security-update-for-multiple-high-risk-product-

vulnerabilities/

2. Kancelarske baliky Microsoft Office a Office Web Apps

Spolo¢nost opravila v mesiaci oktéber 7 vysoko zavaznych zranitelnosti.

Vysoko zdvainé zranitelnosti CVE-2023-36565, CVE-2023-36568 a CVE-2023-36569 sa
nachadzaju v Microsoft Office a UspesSné zneuZzitie umoznuje zvySenie opravneni.



https://msrc.microsoft.com/update-guide/en-us
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35349
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36697
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36718
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41773
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41774
https://nsfocusglobal.com/microsofts-october-security-update-for-multiple-high-risk-product-vulnerabilities/
https://nsfocusglobal.com/microsofts-october-security-update-for-multiple-high-risk-product-vulnerabilities/
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Zranitelnosti CVE-2023-36780, CVE-2023-36789, CVE-2023-36786 a CVE-2023-41763 sa
nachadzaju v aplikacii Skype for Business a umoznuju vzdialené vykonavanie kédu. Posledna
moZe viest k eskalacii privilégii.

Zranitelné systémy:

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for Mac

Microsoft Office for Android

Microsoft Office for Universal

Microsoft Office LTSC 2021 for 32-bit editions
Microsoft Office LTSC 2021 for 64-bit editions
Microsoft Office LTSC for Mac 2021

Skype for Business Server 2015 CU13

Skype for Business Server 2019 CU7

Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z niz$ie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:

https://msrc.microsoft.com/update-guide/en-us
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36569
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41763
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36568
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36565
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36780
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36789
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36786

3. Internetové prehliadace

Microsoft Internet Explorer

Spolocnost Microsoft ukoncila podporu prehliadaca Internet Explorer 15.6.2022 pre hlavnu
liniu operacnych systémov Windows 10 a 11. Pre zvySné operacné systémy, kde je prehliadac
eSte podporovany, nevydala v mesiaci oktdber Ziadne opravy kritickych a zdavainych
zranitelnosti.

Odporucania:

Odporucame prestat pouzivat a odinstalovat Internet Explorer a nahradit ho podporovanym
prehliadacom Microsoft Edge.



https://msrc.microsoft.com/update-guide/en-us
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36569
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-41763
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36568
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36565
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36780
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36789
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36786
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Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance

Microsoft Edge

Spolo¢nost Microsoft v mesiaci oktdber neopravila v prehliadaci Microsoft Edge Ziadnu kriticku
ani zavaznu zranitelnost.

Zdroje:

https://portal.msrc.microsoft.com/en-us/security-guidance

Mozilla Firefox
V mesiaci oktéber boli opravené 3 vysoko zadvazné zranitelnosti v linii Firefox a Firefox ESR.

Vysoko zavazna zranitefnost CVE-2023-5721 sa tyka nedostato¢ného oneskorenia aktivacie
vyskakovacich okien a umoznuje zneuzivanie kliknutia pouZivatela na spustenie akcie, ktoru
nezamyslal vykonat.

Zranitelnosti CVE-2023-5730 (Firefox a Firefox ESR) a CVE-2023-5731 (Firefox) pokryvaju sadu
zranitelnosti ovplyvriujucich bezpeénost pamate, ktoré moézu viest ku poskodeniu pamate
alebo moZnosti vykondvat kdd.

Zranitelné systémy:
Mozilla Firefox verzie starsie ako 119
Mozilla Firefox ESR verzie starSej ako 115.4

Odporucania:
Odporucame aktualizaciu Mozilla Firefox na verziu 119 a Mozilla Firefox ESR na verziu 115.4

Zdroje:

https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-45/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-46/

Google Chrome

V mesiaci oktdéber bola vydana oprava 1 kritickej a 5 vysoko zavainych zranitelnosti
prehliadaca Google Chrome.

Kriticka zranitefnost CVE-2023-5218 a vysoko zdvazna zranitelnost CVE-2023-5472 umozriuje
pouzit dealokované miesto v pamati v komponentoch Site Isolation a Profiles.

Vysoko zavazna zranitelnost CVE-2023-5480 sa tyka nevhodnej implementécie vo funkcii
platieb v komponente Payments.

Zranitelnosti CVE-2023-5482 a CVE-2023-5849 sa nachadzaju v komponente USB API a tykaju
sa nedostatoCnej validacie Udajov a pretecenia celocCiselnej premennej. CVE-2023-5849



https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.mozilla.org/en-US/security/advisories/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-45/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-46/
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umozfiuje vzdialenému utocnikovi spOsobit poskodenie pamate na halde prostrednictvom
Specialne vytvorenej stranky HTML.

CVE-2023-5346 sa nachadza v komponente V8 a suvisi s neoverenim typu premenne;.
Zranitelné systémy:

Google Chrome pre Windows verzie starSej ako 119.0.6045.105/.106 a Linux a Mac verzie
starSej ako 119.0.6045.105.

Odporucania:

Odporucame aktualizdciu prehliadaca Chrome pre Windows aspofi na verziu
119.0.6045.105/.106 a Linux a Mac aspofi na verziu 119.0.6045.105.

Zdroje:
https://chromereleases.googleblog.com/2023/10/
https://chromereleases.googleblog.com/2023/10/stable-channel-update-for-desktop 24.html

https://chromereleases.googleblog.com/2023/10/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2023/10/stable-channel-update-for-desktop 10.html
https://chromereleases.googleblog.com/2023/10/stable-channel-update-for-desktop 31.html
https://www.suse.com/security/cve/CVE-2023-5849.html

4. Adobe Acrobat a Reader

V produkte Adobe Acrobat a Reader neboli v mesiaci oktéber opravené Ziadne kritické ani
vysoko zavazné zranitelnosti.

Zdroje:
https://helpx.adobe.com/security/security-bulletin.html

5. Frameworky

Microsoft .NET Framework

V mesiaci oktéber spoloc¢nost Microsoft opravila 5 vysoko zavainych zranitelnosti vo
frameworku .NET.

Zavaziné zranitelnosti CVE-2023-36414 a CVE-2023-36415 sa nachadzaju v Azure Identity SDK for .NET
a umoZziuju vzdialené vykonavanie kddu.

Zranitelnosti CVE-2023-38171, CVE-2023-36435 a CVE-2023-44487 sa nachddzaju v softvéri Microsoft
QUIC a HTTP/2 protokole a m6Zu viest k nedostupnosti sluzby.

Zranitelné systémy:

.NET 6.0

.NET 7.0

ASP.NET Core 6.0

ASP.NET Core 7.0

Azure ldentity SDK for .NET



https://chromereleases.googleblog.com/2023/10/
https://chromereleases.googleblog.com/2023/10/stable-channel-update-for-desktop_24.html
https://chromereleases.googleblog.com/2023/10/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2023/10/stable-channel-update-for-desktop_10.html
https://chromereleases.googleblog.com/2023/10/stable-channel-update-for-desktop_31.html
https://www.suse.com/security/cve/CVE-2023-5849.html
https://helpx.adobe.com/security/security-bulletin.html
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Odporucania:

Odporucame aplikovat aktualizacie publikované prostrednictvom sluzby Windows Update.
Cislo aktualizacie pre konkrétny systém mozno vyhladat na prvom z niz$ie uvedenych odkazov
vloZzenim identifikatora zranitelnosti do vyhladavania.

Zdroje:
https://msrc.microsoft.com/en-us/security-guidance
https://nvd.nist.gov/vuln/detail/CVE-2023-36414
https://nvd.nist.gov/vuln/detail/CVE-2023-36415
https://nvd.nist.gov/vuln/detail/CVE-2023-38171
https://nvd.nist.gov/vuln/detail /CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2023-36435

Oracle Java

V mesiaci oktéber opravila spolo¢nost Oracle v platforme Java SE a GraalVM Enterprise Edition
1 vysoko zavaznu a 4 stredné zranitelnosti.

Zranitelnost CVE-2023-30589 sa nachadza v komponente http, v systéme Node.js. Chybajlca
CRLF sekvencia ohrani¢ovania umozniuje manipulaciu http poZiadaviek.

CVE-2023-22067 umozZiuje neautorizovanému utocnikovi s pristupom cez CORBA protokol,
vkladat alebo mazat Udaje v Oracle Java SE.

CVE-2023-22081 sa tyka kompromitacie HTTPS a Uspesné zneuzZitie moze viest k odmietnutiu
sluzby.

Uspe$né zneuzitie CVE-2023-22025 a CVE-2023-22091 mozZe viest k neopravnenému
aktualizovaniu, mazaniu, vkladaniu alebo ¢itaniu Udajov v Oracle Java SE a Oracle GraalVM.

Zranitelné systémy:

Oracle Java SE: 8u381, 8u381-perf, 11.0.20, 17.0.8, 21; Oracle GraalVM for JDK: 17.0.8, 21;
Oracle GraalVM Enterprise Edition: 20.3.11, 21.3.7, 22.3.3

Odporucania:

Odporucame aktualizaciu Oracle JavaSE a GraalVM Enterprise Edition na najnovsiu verziu.
Zdroje:

https://www.oracle.com/security-alerts/cpuoct2023.html
https://www.oracle.com/security-alerts/cpuoct2023verbose.html

https://access.redhat.com/security/cve/cve-2023-30589
https://www.suse.com/security/cve/CVE-2023-22067.html



https://msrc.microsoft.com/en-us/security-guidance
https://nvd.nist.gov/vuln/detail/CVE-2023-36414
https://nvd.nist.gov/vuln/detail/CVE-2023-36415
https://nvd.nist.gov/vuln/detail/CVE-2023-38171
https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2023-36435
https://www.oracle.com/security-alerts/cpuoct2023.html
https://www.oracle.com/security-alerts/cpuoct2023verbose.html
https://access.redhat.com/security/cve/cve-2023-30589
https://www.suse.com/security/cve/CVE-2023-22067.html
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6. Iné zavazné zranitelnosti

Cinska kyberspiondZ v produktoch Atlassian

Hackerska skupina podporovana ¢inskou vladou aktivne zneuZivala zero-day zranitelnost CVE-
2023-22515 v produktoch Atlassian Confluence Data Center a Server. Uspesné zneuZitie
umoZznuje zvysit privilégia na administratora, narusit integritu a ziskat hesla pouzivatelov. Viac
informdcii na stranke.

Kritické zranitelnosti na CISCO zariadeniach

Spolocnost Cisco upozornilo na aktivhe zneuZivanie dvoch zero-day zranitelnhosti.
Napadnutych bolo viac ako 50 000 zariadeni s operaénym systémom I0S XE. Zranitelnosti
uto¢nikovi umoZiuju zvySenie prav na Uroven root. Viac informacii na stranke.

Microsoft opravil zavazné zero-day zranitelnosti

Spolocnost Microsoft opravila 5 kritickych a 2 zero-day zranitelnosti vo viacerych svojich
produktoch. Opravné aktualizacie boli vydané v ramci septembrového balika Patch Tuesday.
Zranitelnosti umoZnuju vzdialene vykondvat kdd a ziskat opravnenia na Urovni SYSTEM. Viac
informacii na stranke.

Apple opravila 2 zero-day zranitelnosti

Spolocnost Apple vydala opravu dvoch zero-day zranitelnosti CVE-2023-42824 a CVE-2023-
5217, ktoré mozu viest k eskalacii opravneni a vzdialenému vykonavaniu kédu. Na kritickd
zranitelnost CVE-2023-5217, ktora sa tyka pretecenia medzipamate v komponente WebRTC,
poukazala spolo¢nost Google. PouZivatelom odporicame nainstalovat si najnovsie dostupné
aktualizacie. Viac informacii na stranke.

Zneu?Zité kritické zranitelnosti v aplikdcii Zoho ManageEngine a FortiOS SSL-VPN

Spolocnost CISA vydala varovanie ohladom aktivneho zneuzivania bezpecnostnej chyby v Zoho
ManageEngine ServiceDesk Plus a Fortinet FortiOS SSL-VPN pre ziskanie neopravneného
pristupu do siete. Zranitelnosti CVE-2022-47966 a CVE-2022-42475 umoznuju vzdialené
vykonavanie kdédu v spomenutych aplikaciach. Viac informacii na stranke.

Dalsia Zero-Day zranitelnost prehliadaca Google Chrome

Spolocnost Google vydala bezpecnostnu aktualizaciu pre dalSiu zero-day zranitelnost v
prehliadacoch Chrome, Firefox, Brave a Edge. Kritickd zranitelnost CVE-2023-4863 sa
nachadza v komponente WebP a modze viest k padu aplikacie. Viac informacii na stranke.

Kritickd zranitelnost v produktoch Adobe a Reader

Adobe vydala bezpecnostné aktualizacie na opravu zero-day zranitelnosti v programe Acrobat
a Reader a dalSie vysoko zdvainé zranitelnosti v Adobe Connect a Experience Manager.
ZneuZitie zranitelnosti umoznuje utocnikovi vykonat Utok typu Cross-Site Scripting (XSS),
vykonavanie [ubovolného kodu alebo dokonca poskodenie pamadte. Viac informacii na
stranke.



https://www.csirt.gov.sk/posts/3727.html?csrt=9115016390694739525
https://www.csirt.gov.sk/posts/3723.html?csrt=9115016390694739525
https://www.csirt.gov.sk/posts/3682.html?csrt=9115016390694739525
https://www.csirt.gov.sk/posts/3675.html?csrt=9115016390694739525
https://www.csirt.gov.sk/posts/3673.html?csrt=9115016390694739525
https://www.csirt.gov.sk/posts/3643.html?csrt=9115016390694739525
https://www.csirt.gov.sk/posts/3645.html?csrt=9115016390694739525
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Dalsie zero-day zranitelnosti v Apple

Spolocnost Apple vydala opravu dalsSich zero-day zranitelnosti, ktoré mozu byt zretazené a
zneuZité na utoky pomocou falosnych SMS a WhatsApp sprdv. Zranitelnhosti CVE-2023-41991,
CVE-2023-41992 a CVE-2023-41993 umoznuju utocnikovi obist overenie certifikatu, zvysit
opravnenia a dosiahnut vzdialené vykondavanie kddu. Viac informacii na stranke.



https://www.csirt.gov.sk/posts/3641.html?csrt=9115016390694739525

