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Windows 11 hardening manual

1. Pravidelna aktualizacia softvéru

Nastavenie automatickych aktualizacii pre OS, firmware, ovladace a aplikdcie 3. stran. Pomocou
pravidelnych aktualizacii a aplikacie bezpeclnostnych zaplat dokazeme eliminovat velkd cast
bezpeénostnych nedostatkov.

Automatické aktualizacie
V ramci automatickych aktualizacii je vhodné si priebezne kontrolovat, ¢i boli aktualizacie korektne
nainstalované.

1. Otvorime nastavenia Windows Update

2. V pripade kontroly korektnosti aktualizacie pod tlacidlom Check for updates ndjdeme v pripade
nespravne nainstalovanych aktualizacii zoznam ¢akajucich aktualizacii

3. Vpripade, Ze si chceme zobrazit historiu nainstalovanych aktualizacii, prejdeme do sekcie
More options a klikneme na moznost Update history

Windows Update

You're up to date
Last ch i Check for updates

More options
g Get the latest updates as soon as they're available

Be among the first to get the latest non-security updates, fixes, and improvements as they roll out. Learn more

U [] Pause updates Pause for 1 week

@ Update history

RozSirené nastavenia
V rozSirenych nastaveniach mdzeme ndjst moznosti aktualizacii pre aplikacie tretich stran, ako aj pre
produkty spolo¢nosti Microsoft.

1. Otvorime nastavenia Windows Update
2. Vyberieme moinost Advanced options
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More options

Q Get the latest updates as soon as they're available

Be among the first to get the latest non-security update: and improvements as they roll out. Learn more

Pause updates Pause for 1 week

Update history

Advanced options
Delivery optimization, optional updates, active hours, other update settings

3. Povolime nastavenia Receive updates for other Microsoft products

Receive updates for other Microsoft products
Get Microsoft Office and other updates together with Windows updates

4. Pre povolenie aktualizacii aplikacii tretich stran zvolime mozZnost Optional updates v sekcii
Additional options

Additional options

@ Optional updates

Feature, quality, and driver updates

3 available >

5. Zaklikneme polozky, ktoré chceme aktualizovat v ramci beznych aktualizacii

Driver updates (3)
If you have a specific problem, one of these drivers might help. Otherwise, automatic updates will keep your drivers up to date.

\:\ Intel Corporation - Display - 31.0.101.3616

|| Intel Corporation - Bluetooth - 22.200.0.2

|| Realtek Semiconductor Corp. - MEDIA - 6.0.9499.1

Pre aktualizacie je vhodné pouZivat aj aplikacie vyrobcov, v ramci ktorych su kritické aktualizacie
systému castokrat skor, ako v kumulativnej aktualizacii Microsoftu.

2. Antivirusova ochrana

Windows 11 disponuje antivirusom Microsoft Defender, ktory umoZiiuje detekciu a rieSenie vacsiny
druhov malvéru. Microsoft Defender dovoluje niekolko druhov skenov: celkovy sken, offline sken
a periodicky sken. Na zabezpecenie systému je viak mozné vyuZit aj aplikacie tretich stran (ESET,
Bitdefender, ...)
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Celkovy sken

Vykonévanie hibkového skenu systému.

1. Otvorime nastavenia Windows Security
2. Klikneme na Virus & threat protection
3. Klikneme na polozku Scan options

Windows Security = 0 X
® Current threats

No current threats.

Last scan: 12/3/2021 8:58 AM (full scan)
1 threats found.

) Scan lasted 11 minutes 20 seconds
375565 files scanned.

|O
8 QuiCk scan
() I Scan options I

Allowed threats

8 b
Protection history
a
@ % Virus & threat protection settings
& No action needed.
Manage settings
@

4. Vyberieme moznost Full scan a klikneme na Scan now

Windows Security = o X

Q Quick scan

Checks folders in your system where threats are commonly found.

@ o Full scan
I O Checks all files and running programs on your hard disk. This scan
could take longer than one hour.
& -
(_) Custom scan
0 Choose which files and locations you want to check.
B N .
() Microsoft Defender Offfine scan
= Some malicious software can be particularly difficult to remove from
your device. Microsoft Defender Offline can help find and remove
@ them using up-to-date threat definitions. This will restart your device
and will take about 15 minutes.
®
by Scan now
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V tomto médde sa pocitac restartuje a sken prebieha v bezpecnostnom mdde na zdklade aktudlnych

threat listov.

PwNPE

Otvorime nastavenia Windows Security

Klikneme na Virus & threat protection

Klikneme na polozku Scan options

Vyberieme moznost Microsoft Defender Offline scan a klikneme na Scan now

Periodicky sken
Periodické skeny su najlepsim sp6sobom prevencie a zaroven slUZia na odstrafiovanie hrozieb, ktoré
neboli zachytené ostatnymi bezpecnostnymi prvkami.

PwNPE

Otvorime nastavenia Windows Security

Klikneme na Virus & threat protection

Klikneme na Microsoft Defender Antivirus options
Zapneme prepinac Periodic scanning

Ransomware ochrana

Kontrolovany pristup je dalSim uzitocnym krokom obrany voci ransomware utokom. Pokial sa aplikacia
pokusi ozmenu suborov v chranenej oblasti, aplikdcia je zapisand na blacklist a pouzivatel je
oboznameny o podozrivej aktivite.

PwnNPE

Otvorime nastavenia Windows Security

Klikneme na Virus & threat protection

Klikneme na Manage ransomware protection pod polozkou Ransomware protection
Zapneme prepinac Controlled folder access

3. Nastavenia zdielania a tlace

Zdielanie stborov a tlaciarni moze viest k neopravnenému pristupu k citlivym informaciam. Preto je
vhodné, aby sme zdielanie nepovolili, pricom pristup jednotlivca k tlaci a siborom sa takto neobmedzi.
Zdielaniu vieme nasledne zamedzit dvomi sp6sobmi:

1. Vypnutie v nastaveniach: Network & internet > Advanced network settings > Advanced sharing
settings > File and printer sharing
2. Aplikovanie nastaveni Group policy pomocou Local Group Policy Editor:

a.

Computer Configuration\Policies\Administrative Templates\Windows
Components\HomeGroup a nastavenie Prevent the computer from joining
a homegroup na enabled

User Configurations\Policies\Administrative Templates\Windows
Components\Network Sharing a nastavenie Prevent users from sharing files within
their profile na enabled

4. Pouzitie firewall-u

Firewall nam

umozfiuje monitorovanie prichadzajicej a odchadzajlicej sietovej komunikacie

a nasledne povolenie, resp. blokovanie daného spojenia. Na zabezpecenie systému je vSak mozné
vyuzit aj aplikacie tretich stran (Norton, SolarWinds, ...)

1. Otvorime nastavenia Windows Security
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2. Klikneme na Firewall & network protection
3. Vyberieme aktivnu siet
4. Povolime Microsoft Defender Firewall

5. Pouzitie Microsoft account (Windows Hello)

Zabezpecenie prostredia mbézeme zvysit implementaciou biometrickych Udajov pomocou nastavenia
Windows Hello. Tieto nastavenia ndam umoznuju vyuzit biometriu tvare, biometriu odtlackov prstov (ak
je na zariadeni dostupny skener), pripadne PIN, ktory je bezpecnejsi ako Standardné heslo a poskytuje
dobry kompromis, nakolko je mozné v rdmci PIN vyuzit aj frazy, nie len Ciselné kody.

1. Otvorime nastavenia Accounts
2. Klikneme na Sign-in options
3. Vramci naslednych mozZnosti si vyberieme konkrétny spOsob zabezpedenia pomocou

biometrie
< Settings I o X
& T Accounts > Sign-in options
. . m__lab@outlook.com
Ways to sign in
Find ett o

Facial recognition (Windows Hello)

3n in with your camera (Recommended

#  Personalization

Use your face to sign in to Windows, apps, and
B Apps services

5
| & Accounts Z. Fingerprint recognition (Windows Hello)
f(‘(\\\\ Th g_Lp s Cu .

rently unavaiiable

9 Time & language

4. Pokracujeme na zaklade pokynov ku korektnému nastaveniu vybraného zabezpecenia

6. Instalacia aplikacii z doveryhodnych zdrojov

Windows Security disponuje moznostou Reputation-based protection settings, ktora poskytuje
ochranu voci nechcenym aplikdciam, siborom a webstrankam. Toto nastavenie umozZiuje detekciu
a blokovanie aplikacii a suborov s nizkou reputaciou. Idedlnym rieSenim predchadzania instalacie
Skodlivych aplikacii je inStaldcia z déveryhodnych zdrojov, ako napr. Microsoft Store.

Otvorime nastavenia Windows Security

Klikneme na App & browse control

Klikneme na Reputation-based protection settings

Zapneme nastavenie Potentially unwanted app blocking
Zaklikneme moZnosti blokovania Block Apps a Block downloads

LuhwWhe

7. Povolenie Sifrovania (Bitlocker)

Bitlocker je dalSim z doleZitych bezpecnostnych nastaveni, ktoré ndm umozZiuje Sifrovanie disku
a naslednud ochranu dat v pripade nepovoleného pristupu k nim (dostupné len pre verziu Windows 11
Pro). Desifrovaci kltG¢ je vhodné uloZit na bezpeénom mieste mimo dany PC, pre pripad problému so
zariadenim.
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1. Otvorime nastavenia Privacy & Security
2. Klikneme na Device encryption v Casti Security
& Settings = o X
Mauro Huc Privacy & security
Security
Find a setting o
O Windows Security >
Antivirus, browser, firewall, and network tection for your device
@ System
© Bluetooth & devices é Find my device >
Track your device if you think you've lost it
| ¥ Network & internet
8-, Device encryption
/' Personalization =" He ;-lw,vv ‘ryfa‘: files from unauthorized acces ”
B Apps
ﬁg For developers 5
& Accounts These settings are intended for development use only
3. Zapnutie nastavenia Device encryption
€ Settings — )} X
&\ Mauro Huc Privacy & security > Device encryption
Device encryption helps protect your files and folders from unauthorized access in case your device is lost or
stolen. More about device encryption
Find a setting 0
Device encryption
Encrypt data on this device 10 help protect fro Mine. unauthorized access c On
B System
0 Bluetooth & devices
Related
| ¥ Network & internet
BitLocker dri ti _
7/ Personalization e 'oce' .y”“f e?cy‘w 'on gs using Bitlocker &
& Apps
’ . 2
S Ao Find your BitLocker recovery key o

8. Zalohovanie dat

Vytvdranie systémovych zaloh je dolezité v pripade kritického narusenia systému. Windows 11
umoziiuje vytvorenie zalohy celého systému, avsak je mozné poufZit aj aplikacie tretich stran. Zalohu
systému je nasledne vhodné udrZiavat na externom offline uloZisku pre pripad problému s PC. V rdmci
zélohovania vieme vykonat celkovu zélohu alebo pravidelnt inkrementalnu zélohu:
- Celkova zaloha predstavuje Uplnu zalohu systému. Ich nevyhodou je ¢asova narocnost, a teda
nie st vhodné na dennu zélohu.
- Inkrementalna zaloha zalohuju len tie data, ktoré boli zmenené od poslednej zalohy. Ide
o rozumny kompromis medzi objemom zalohovanych dat a rychlostou vykonania zalohy.

1. Otvorime okno kontrolného panelu
Klikneme na System and Security
3. Klikneme na File History

N
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4. Klikneme na System Image Backup z bo¢ného menu

&) File History - O X

€ v, N &) > Control Panel » System and Security > File History P
Control Panel Home . g o
Keep a history of your files
Restore personal files File History saves copies of your files so you can get them back if they're lost or damaged.
Selectdive File History is off
Exclude folders
Advanced settings Copy files from:  Libraries, Desktop, Contacts, and Favorites
Copycs New Volume (E:)
BN 399 GB free of 39.9GB

Recovery

® System Image Backup I Tum-on
5. Klikneme na Create a system image

-
W Backup and Restore (Windows 7) = ] X
™ W « System and Security > Backup and Restore (Windows 7) L
I >

S S —— Back up or restore your files

¥y Create a system image l Backup

¥ Create a system repair disc Windows Backup has not been set up.

Restore

Windows could not find a backup for this computer,

Security and Maintenance .
’ Wy Select another backup to restore files from

File History

# Set up backup

6. Dalej postupujeme podla pokynov dialégovych okien

9. Nastavenia User Account Control (UAC)

Nastavenia UAC umoznuju obmedzit pristup len vybranym pouzivatelom tym, Ze pred vykonom
citlivych operdacii systém poZziada o prihlasovacie Udaje do systému (je nutnd autorizacia). Vynutenie
autorizacie je mozné aplikovanim nastaveni Group policy pomocou Local Group Policy Editor. V sekcii
Computer Configuration\Policies\Windows Settings\Security Settings\Local Policies\Security Options

vykondme nasledovné zmeny:

elevation without using the secure desktop

User Account Control: Admin Approval Mode for the Built-in Enabled
Administrator account
User Account Control: Allow UlAccess applications to prompt for Disabled

User Account Control: Behavior of the elevation prompt for
administrators in Admin Approval Mode

Prompt for credentials on
the secure desktop

User Account Control: Behavior of the elevation prompt for standard
users

Automatically deny
elevation requests
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User Account Control: Detect application installations and prompt for |Enabled
elevation
User Account Control: Only elevate UlAccess applications that are Enabled
installed in secure locations
User Account Control: Run all administrators in Admin Approval Mode |Enabled
User Account Control: Switch to the secure desktop when prompting |Enabled
for elevation
User Account Control: Virtualize file and registry write failures to per- |Enabled
user locations

Pre pripad rychlejSieho pristupu k zmenam je mozné pouzit aj grafické rozhranie.
1. Vo vyhladdvani PC najdeme Change User Account Control settings

Change User Account Control

'.\ t’ - o
\ settings

Control panel

2. Zmenime nastavenia podla nasich preferencii

% User Account Control Settings - O X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify
- - Notify me only when apps try to make changes to my
computer (default)
®  Don't notify me when | make changes to Windows
- - settings
o Recommended if you use familiar apps and visit
- - familiar websites.
Never notify

‘yOK Cancel
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10. Zakaz automatického spustenia pripojitelnych USB
zariadeni

Zakazanie automatického spustenia USB zariadeni zabezpedi izolaciu Skodlivého SW pre pripad
pripojenia infikovaného USB zariadenia. SW sa spusti aZ po interakcii pouzivatela.

1. Otvorime nastavenia Bluetooth & devices
2. Klikneme na polozku AutoPlay
3. Vypneme nastavenie Use AutoPlay for all media and devices

11. Zabezpecenie webového prehliadaca

Nakolko je webovy prehliada¢ brdnou do internetu, tak je aj najcastejSie vystavovany externym
vplyvom. Z tohto dovodu je jeho zabezpecenie mimoriadne dbélezité. V ramci tohto manualu si
spomenieme prehliada¢ Microsoft Edge.

1. Aktualiziacia: rovnako ako pri inych aplikaciach, tak aj tu plati délezitost aktualizacii
a implementdcie bezpecnostnych zéaplat

2. PouZivanie rozsireni: pouzivanie a implementacia rozsireni len z déveryhodnych zdrojov

3. Pouzivanie netrividalnych hesiel/spravcu hesiel (neukladajte hesla do prehliadaca, vyuzivajte
sluzby na to urcené, napriklad KeePass (offline), Bitwarden (online), a podobne)

4. Zmena nastaveni kamery, mikrofénu, a pod., nakolko tieto nastavenia nie su preberané zo
systému Windows

Settings Cookies and data stored

Site permissions

5. Zmena nastaveni ochrany osobnych Udajov na zaklade mnoZstva dat, ktoré chceme
prehliadacu poskytnut.
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Settings Hi Kristian, we value your privacy.
We will always protect and respect your privacy, while giving you the transparency
. and control you deserve.

) Profiles
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Privacy, search, and services TraCkmg preventlon

) Appearance Websites use trackers to collect info about your browsing. Websites may use this info to improve sites and show you content like

personalized ads. Some trackers collect and send your info to sites you haven't visited.
Sidebar
Start, home, and new tabs Tracking prevention

? Share, copy and paste

& Basic a8 Balanced @ Strict

Cookies and site permissions (Recommendied)

+ Allows most trackers across all sites + Blocks trackers from sites you haven't + Blocks a majority of trackers from all

Default browser o .
visited sites

+ Content and ads will likely be
,  Downloads personalized + Content and ads will likely be less + Content and ads will likely have
% Family safety o FsrilnEes e ;-J-erson.allzed minimal ;jrerscn-ahzanun
. Blocks known harmful trackers + Sites will work as expected + Parts of sites might not work
\l Languages + Blocks known harmful trackers + Blocks known harmful trackers

Printers

System and performance Blocked trackers

from tracking you

) Reset settings

12. Povolenia Privacy & security

Nastavenia Privacy & security obsahuju mnozstvo povoleni, ktoré je mozné v pripade neoprdvneného
pristupu k zariadeniu zneuZit. Preto je potrebné uréit, ktoré aplikacie maju pristup k jednotlivym
zdrojom (kamera, poloha, mikrofén, kalendar a pod.).

1. Otvorime nastavenia Privacy & security
2. Prejdeme do sekcie App permissions a vyberieme prislusny zdroj
3. Vypneme pristup pre Specificku aplikdciu, resp. pre zariadenie ako také

13. Reportovaci systém

VyuZivanie reportovacieho systému rozSiruje databazu Windows Error Reporting server. Ta nam
nasledne pomaha rychlejsie riesit incidenty, pripadne predchadzat problémom. Povolenie reportov je
mozné aplikovanim nastaveni Group policy pomocou Local Group Policy Editor Computer
Configuration\Policies\Administrative Templates\Windows Components\Data Collection and Preview
Builds: nastavenie Allow Telemetry na povolené.

V ramci telemetrie je vhodné drzat sa postupov uvedenych v:
https://www.csirt.gov.sk/wp-content/uploads/2021/08/MS Telemetria 1.06.pdf

14. Kontrola automaticky spustanych aplikacii

Automatické spustanie aplikacii pri Starte poskytuje priestor pre zneuZitie zranitelnych aplikacii bez
vedomia pouZivatela. Preto je dblezité kontrolovat, ktoré aplikacie disponuju pravami na automatické
spustenie.

1. Otvorime nastavenia Apps
2. Prejdeme do sekcie Startup
3. Vypneme automatické zapnutie pre nezelané aplikacie

10
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